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ABSTRACT
Hand-written text recognition is useful for interpreting records in different fields such
as healthcare, surgery and police in which professionals may avoid technical equipment
and prefer writing notes on paper. In order to perform data fusion from different
data sources, handwriting automatic recognition involves barriers such as different
ways of writing letters and deformation due to many reasons. This work presents
a novel handwriting recognition approach based on the application of coordinate
vectors to find similarities in different kinds of deformations. In particular, it has
been implemented using 16 segments in order to distinguish all the particularities in
matching the new text considering a dataset with a machine-learning approach. The
implementation of this approach withMATLAB shows promising results with accuracy
of 92.8% for with ensemble and bagged trees, after analyzing 22 possible combinations
of machine learning and processing techniques.

Subjects Computer Vision, Data Mining and Machine Learning, Data Science, Natural Language
and Speech
Keywords Handwriting recognition, Normal coordinate vectors, MATLAB, Data fusion

INTRODUCTION
Data fusion requires many different steps for extracting similar data from different sources.
This sources involves matching similar features from different sources. For instance,
dimensional reduction can be applied for extracting similar features (Zhang et al., 2021).
Some works focus on the algorithms for data fusion while others focus on the data
structure (Azcarate et al., 2021). Regarding the techniques applied, most methodologies
use ML covering from using deep neural networks (Zhang et al., 2021) for covering stream
of data from IoT or differentMLmethods for analyzing images like in information fusion of
Earth observation (Salcedo-Sanz et al., 2020). However, to the best of authors’ knowledge
the literature lacks proposing methodologies for the information fusion from Arabic
hand-writing.

Hand-written recognition has allowed interpreting and automatically processing hand-
written documents facilitating the digital interaction with previous documents. It also
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allows certain professionals to make notes without needing a computerized device, for
its latter processing. Hand-written text recognition has been addressed in many different
ways. For example, hand-written character recognition has been implemented with fuzzy
and artificial neural-network techniques (Tay & Khalid, 1997). Genetic programming has
been used for identifying hand-written digits (Parkins & Nandi, 2004). Soft computing
techniques have been used for applying feed-forward neural network for recognition of
hand-written English alphabets. Thus, ML has been widely used combining it with different
techniques for contributing to the processing either avoiding non-relevant aspects or
narrowing the search space for facilitating processing similar hand-written patterns.

Coordinate vectors have supported many different fields by representing space
positions as a linear combinations of vectors. For instance, coordinate vectors have
been used in chemistry for explaining and predicting reactions, such as polyhedral
container molecules (Browne et al., 2013). Coordinate vectors have also been useful in
theoretical biology for binding shaping the space binding antibodies and antigens (Lapedes
& Farber, 2001). Furthermore, coordinate vectors have been used for medical image
reconstruction (Hou, 2020), using this representation for improving the application of ML.
More concretely in the recognition field, coordinate vectors were used for iris recognition
in image analyses (Daugman, 2007). These works reveal the benefits of not restricting to
orthogonal representation of space in order to match different realities in nature. However,
to the best of our knowledge, hand-written recognition systems have not benefited from
the application of coordinate vectors for application of ML.

One of the main challenges of analyzing Arabic handwriting is the pre-processing
as stated in the literature (Jayech, Mahjoub & Amara, 2016). We discarded the common
Optical Character Recognition (OCR) techniques due to their known low accuracy rates
when applied to handwriting (Pramanik & Bag, 2018).

The current work proposes a novel approach that integrates the use of coordinate
vectors in the application of ML for hand-written recognition for identifying similar
writing patterns in different spaces with coordinate vectors.

The remainder of the paper is organized as follows. The next section introduces the most
relevant related work highlighting the gaps covered in this work. ‘Method for handwriting
recognition’ describes the method for performing hand-written recognition using the
novelty of coordinate vectors in this field. ‘Results’ shows the experimentation using this
novel approach. ‘Discussion’ discusses the most relevant aspects. Finally, ‘Conclusion and
future work’ mentions the conclusions of this work and some future research lines.

RELATED WORK
In the context about analysis of handwriting, we have classified the existing related works
into (a) data fusion applications, (b) artificial intelligence works, and (c) recognition of
Arabic.

In the group of data fusion applications, there is a ranking of data fusion methods
applied to online handwriting information retrieval (Saldarriaga, Morin & Viard-Gaudin,
2010). This ranking is based on the fact that information retrieval can be improved by
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applying data fusion techniques in handwriting documents. Data fusion is relevant specially
for extracting information from noisy texts. In this field, Arkenbout, De Winter & Breedveld
(2015) presented a robust hand motion tracking system based on data fusion from a data
glove and a Kinect camera. This data fusion of different devices supported the detection
of hand motion with a high accuracy. Moreover, the multi-modal data fusion has been
used for authenticating users through their handwriting (Ji et al., 2021). They extracted
features from different devices and merged this information for verifying that a document
was written by a certain person avoiding forgery attacks. In this context, the current work
also uses data fusion in the context of handwriting, but its main novelty is that it focuses
specifically in Arabic writing and its different particularities.

In the group of artificial intelligence works, hand-written recognition has been addressed
in many different ways in the literature over the time. Most of the recognition systems use
ML for associating characters or group of characters with existing ones from a corpus. ML
covers a great variety of methods such as artificial neural networks, k-nearest neighbors
(KNN) and support-vector machines (SVM). One of the main differences among the
existing works on this field is the way of preprocessing or representation images for
efficient

Someworks have focused on the identification of features and combining them for hand-
writing recognition. For instance, Hassan et al. (2014) presented an identification system
of multiple feature based on multi-kernel learning. They used a genetic algorithm and
proved the efficacy of their framework for using combination of features. The combination
of features has been applied across different languages.

Regarding the application of ML techniques, one of the most advanced and recent hand-
written recognition systems uses a deep learning model (Khan et al., 2021). In particular,
they used a convolutional neural network using squeeze and excitation blocks. Other
works like the one from Yang et al. (2020) show that dimensionality reduction is key for
proper hand-writing recognition. More concretely, they showed how small sample entropy
was useful for training writing recognition systems discarding irrelevant dimensions. The
dimensionality reduction has been widely found useful in ML areas in which there is a large
variety of information, as also proven in the context of real-estate market with living units
with many features (García-Magariño, Medrano & Delgado, 2020). The current work aligns
with these works since coordinate vectors help forming the most relevant dimensions.

In the field of handwriting recognition, there is an up-growing interest in air handwriting.
Unsupervised domain adaptation has been applied for recognizing in-air handwriting (Xu
et al., 2021). That work separated the recognition of the trajectory from the identification
of the letters. In addition, Yanay & Shmueli (2020) followed a similar approach using
smart-bands for identifying the trajectories through motion sensors. Other approaches
used fingerprint detection for tracking air-writing in videos like in the work of Mukherjee
et al. (2019). They concluded that the quality measured in frames per second was crucial
for air-writing recognition. Although the current work is applied to handwriting in paper,
some of the current findings could be applied later for one of the two parts of in-air
handwriting recognition.
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Another relevant sub-field is the handwriting analysis of patients of certain diseases.
For instance, Diaz et al. (2021) proposed a mechanism for detecting Parkinson’s disease
through the analysis of handwriting. In addition, Kamran et al. (2021) used deep learning
for a similar purpose, aiming at achieving early detection of this disease for ameliorating
the impact of this disease on patients avoiding unnecessary risky situations. This aligns
with previous works about analyzing hand tremors while writing in smartphones (García-
Magariño et al., 2016). It is worth noting that handwriting recognition could be more
difficult in people with some diseases that can alter handwriting such as Parkinson with
the symptoms of hand tremors. In this line of work, our approach could be relevant as it
is robust to certain deformations through the use of coordinate vectors in 16 segments.

In the group of works for analyzingArabic text,Haghighi & Omranpour (2021) presented
a deep-learning model for recognizing digits in Arabic/Persian, using a conventional neural
network in the first layer and a bidirectional long short termmemory in the second layer. In
this research line, Boufenar, Kerboua & Batouche (2018) presented an off-line deep learning
method for recognizing Arabic characters with a deep convolutional neural network. They
mentioned that deep learning was able to be applied only if enough data is available for
each category and this was able to be achieved by using only isolated characters. Nahar
(2018) applied combination of features for recognizing Arabic hand-writing. They used
a combination of an artificial neural network with a genetic algorithm, and they also
considered isolated characters. The current work aligns with this common trend but
incorporates the novel use of coordinate vectors for recognizing Arabic hand-written
Arabic text.

In conclusion, none of the aforementioned works uses coordinate vectors as an effective
representation method for recognizing Arabic hand-written text. This gap of the literature
is covered with the current work as presented in the next section.

METHOD FOR HANDWRITING RECOGNITION
The proposed method for handwriting recognition involves the actions illustrated in the
block diagram of Fig. 1. The first step is to shift the word to the corresponding underline.
Figure 2 shows how the words are moved to the underline. In other words, we are moving
the work a reference position. More concretely, in order to apply this shift, the algorithm
selects the most bottom pixel of the word, and uses this as reference. This is useful for
retrieving information from different sources and getting data fusion in Arabic handwriting
recognition.

The second step is to adjust the dimension by scaling it to the reference size of 64x128
pixels, which is the common average size. The sizes of strokes vary, and in the proposed
approach, the program interpolates all strokes to the size of 64 ! 128 pixels, or Average
Points Length (APL) for all datasets (file ‘‘interparc.m’’). For example if we choose 64
pixels. the program will generate excel file with 128 columns, 64 columns for x coordinate
and 64 for y coordinate.

The next step is the application of the normal coordinate vectors considering 16
Segments. This step generates an excel file with normal coordinates. In regard to the 16
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Figure 1 Block diagram.
Full-size DOI: 10.7717/peerjcs.705/fig-1
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Figure 2 Shift to underline.
Full-size DOI: 10.7717/peerjcs.705/fig-2

Figure 3 Visual explanation of rotation.
Full-size DOI: 10.7717/peerjcs.705/fig-3

segments, in this case the dimension 64, 128 or APL will converted to 16-character string.
Figure 3 illustrates three hand-written ‘‘l’’ letters. The first is vertical, the second with a
slope to the right, the third with slope to the left but with defects. But if one wants to
convert these three lines to 16 character string it will get ‘‘GGGGGGGGGGGGGGGG’’. In
this way, this approach can eliminate writer variations and styles, and many line defects in
writing.

The idea is to distinguish the curvature of stroke using 16 slopes, but because that is
impossible for human hand to write something every time as the first time, these 16 values
will be vary from one attempt to another. Hence, the array of 16 slopes was replaced by
array of 16 sectors. So the segment may take only eight directions not infinity number of
values. This manner will dramatically reduce the different between two curvature strokes.
The eight sector idea is an expansion to traditional chain code.
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Because people tend to write using vertical and horizontal lines, the sectors were rotated
22.5 degrees. Experiments obtained better accuracy results after rotation than before
rotation.

The next decision is to establish the XY order, in which the options are (a) ‘‘xy xy xy’’’ or
‘‘‘xxx yyy’’. In the former option, is one chooses 64 points from dimensions, the generated
Excel file contains 128 columns: 64 x-coordinate and and 64 y-coordinate, their order
x1-column, y1-column, x2-column, y2-column, . . . , x64-column, y64-column.

In the latter option, if 64 points are taken from dimensions, the generated excel
file contains 128 columns: 64 x-coordinate and and 64 y-coordinate, and their order
x1-column, x2-column, . . . , x64-column, y1-column, y2-column, ..., y64-column.

The final step depends on the recognition type, which can either be (a) writer
identification or (b) pattern Recognition. If writer identification is chosen, an extra column
is added to the generated excel file containing the writer name. If pattern recognition is
chosen, the extra column in generated excel file contains the word itself using Latin letters.

User interface
The user interface was designed for researchers with experience in ML with MATLAB for
internal use of the research team. The user interface was developed following the principles
of user-centered design with three expert researchers. They provided feedback in several
iterations and their feedback was incorporated in the tool.

This approach can be executed with MATLAB with the source code developed in this
work. The steps for the execution are the following ones:
1. Run ‘‘tawakaltu.m’’ file and one will see Fig. 4.
2. Choose the combination you want (from 2!3!2!2!2= 48 possible combinations)
3. Press Read Data then choose the dataset (62 ! 1 or 6 ! 10).
4. After some time (10–20 min in common laptops) excel file will be generated. The name

of this file denote the choose combination, likeData__1(No)_3(ASL)_2(16S)_1(XYXY)
_2(PR)__.xlsx.

5. From MATLAB, run classification learner toolbox, as one can observe in Fig. 5.
6. From classification learner, the user should click on ‘‘New Session’’, and then click on

‘‘From File’’ in the dropdown list, as shown in Fig. 6.

RESULTS
The experimentation was conducted following the steps mentioned in ’User Interface’. As
result, we could have obtained 48 files for each dataset, but because of time consuming, we
excluded ‘‘XY order’’ group, so we got only 24 files for each dataset (that’s it: ‘‘xy xy xy’’
only used, ‘‘xxx yyy’’ not used).

Researchers can reproduce the same test obtaining the same excel file, but result of
classification learner can be slightly different because of the stochastic component of some
ML approaches.

Figure 7 shows the results of the 13,212 combinations for the 6 ! 10 dataset. One can
observe tat the highest accuracy was obtained with (a) the Ensemble and Bagged Trees and
(b) Ensemble with Subspace K-nearest Neighbors (KNN). Both cases obtained an accuracy
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Figure 4 First step in user interface.
Full-size DOI: 10.7717/peerjcs.705/fig-4

Figure 5 Second step in user interface.
Full-size DOI: 10.7717/peerjcs.705/fig-5

of 92.8%. The lowest accuracy was obtained with the combination of Tree and Coarse Tree
with a value of 57.9%. The average of accuracies of this dataset was 76.0% and the standard
deviation (SD) was 9.43%.

Figure 8 presents the results of 13,212 combinations for 62 ! 1 dataset. The accuracy
results were generally lower and the best accuracy was obtained by Ensemble and Subspace
KNN with a value of 72.5%. The lowest accuracy was obtained with Tree and Coarse Tree.
The average of accuracies was 43.5% for this dataset with a SD of 17.86%.

In order to facilitate the comparison, Fig. 9 shows a graphical comparison among all
the ML methods for both datasets. It is worth highlighting that the worst combination
(i.e., Tree and Coarse Tree) is the same in both datasets. One of the best accuracies is
obtained with the same combination (i.e., Ensemble and Subspace KNN) is the same for
both datasets.
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Figure 6 Third step step in user interface.
Full-size DOI: 10.7717/peerjcs.705/fig-6

Figure 7 Result of 13,212 combinations for 6! 10 dataset.
Full-size DOI: 10.7717/peerjcs.705/fig-7

DISCUSSION
In the light of the results of this work, we observe that the selection of an appropriate dataset
is key for obtaining a high accuracy. This explains the accuracy differences between the
different datasets. This aligns with previous findings in the field of hand-writing recognition
(Varalakshmi, Negi & Krishna, 2012). In fact, they not only observed this change accuracy
for different dataset, but also explained guidelines for obtaining right datasets for text
recognition. They even proposed a way of automatically generating datasets. In this line of
work, we plan to design new datasets and evaluate them in order to assess if the accuracy
could be improved further by using other datasets. In this way, we have tested data fusion
and we will further evaluate data fusion in this planned enhanced experimentation.

If we further compare the results in both datasets, we observe that the accuracy was lower
in 62 ! 1 dataset than in 6 ! 10 dataset for all the ML combinations. Thus, apparently
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Figure 8 Result of 13,212 combinations for 62! 1 dataset.
Full-size DOI: 10.7717/peerjcs.705/fig-8

Figure 9 Comparison of the results for the MLmethods and both datasets.
Full-size DOI: 10.7717/peerjcs.705/fig-9
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6 ! 10 is much more relevant for training all the 22 combinations. However, the SD
of accuracies is higher in 62 ! 1 dataset than in the other dataset and consequently the
variation of results is considered to be higher. Thus, this corroborates that 6 ! 10 is
better for training the system in this context. The 6 ! 10 dataset has probably obtained
much higher accuracies than 62! 1 dataset since the former one uses more information for
training each class, and the number of classes is lower. The amount of information is usually
known to be directly relevant in the ML classifiers (Heilman, Kaefer & Ramenofsky, 2003).
In addition, the classifiers with higher number of classes usually obtain lower accuracy
values than classifiers with lower number of classes, as commonly stated when comparing
classifiers in different domains (Read et al., 2021). The bagging methodologies were also
found especially relevant in the improved recognition results of medieval hand-written
Gurmukhi manuscripts (Kumar et al., 2019), aligning with the highest accuracy results
obtained in our approach with the bagged trees.

Observing further the details of the specific results of the different ML methods
(presented in Fig. 9), all the seven KNNmethods obtained more than 40% of accuracy even
in the 62! 1 dataset, and this property is not so common in all the other combination. Thus,
we hypothesize that finding themost similar cases and providing the corresponding solution
guarantees a minimum of accuracy in Arabic handwriting, aligning with the findings in
other works that use KNN (Shokrzade et al., 2021). Furthermore, we hypothesize that the
reason that bagged trees obtained the highest accuracy is that certain features in Arabic
handwriting letters (Al-Hadhrami et al., 2015) are adequate for classifying the samples
following the common decision structure in decision trees.

Coordinate vectors have been useful for identifying different hand-written styles with
different inclinations, as shown in the current experimentation. This aligns with previous
finding for the Malayalam language (Joseph & Hameed, 2014), although in this work they
mainly tested their approach with straight handwriting rather using texts with different
inclinations. Thus, the proposed approach has shown the utility of coordinate vectors for
handwriting recognition in texts with different inclinations.

The different ML methods obtain similar results in most cases. For example the
extremes of the highest and lowest accuracies are the same in both datasets. They also
keep coherence in most cases, showing that the findings about ML methods applied in
handwriting recognition are consistent through different datasets and may be relevant for
other researchers. It is worth highlighting that consistency through different datasets has
been considered important in the ML literature (Moore & Lee, 1998) to provide support
for relevant research. In fact, in ML review papers usually gather results from different
researchers in different datasets to identify relevant aspects in specific fields.

The authors originally selected MATLAB as the original target users were familiar with
the environment associated with this language. However, this language has the drawback
that the necessary Integrated Development Environment (IDE) is not free, and requires
that users had bought the corresponding license. For this reason, we are planning to
migrate the system to Python programming language using Scikit-learn framework, which
provides the necessary support for the ML methods required in our approach. In this way,
the proposed approach will be freely available for more potential users.
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In order to facilitate the usage of this approach, we plan to develop an easy-to-use online
web interface for using the proposed system for analyzing images with Arabic hand-written
text and accessing to the information from the previously analyzed hand-written text.
This will be implemented with the Bottle framework over the aforementioned Python
implementation, using the Paste server for ensuring stability of the web application server.
This will openly provide the service to anyone without needing any specific knowledge of
programming or pattern recognition. This system will be also useful for collecting feedback
from a wide range of users, which can help in improving the system.

Although the techniques of OCR now obtain high accuracy results (Mei et al., 2018)
reducing error rates, it is well known that these techniques obtain much lower accuracy
rates when applying them on handwritten text (Pramanik & Bag, 2018). Furthermore,
Arabic handwriting is especially difficult to automatically decompose in characters given
its particularities (Jayech, Mahjoub & Amara, 2016). We discarded using the commonOCR
techniques in our approach for all these reasons.

CONCLUSION AND FUTURE WORK
This work has presented a novel approach for analyzing hand-written text with coordinate
vectors using 16 different segments. The implementation of this approach in MATLAB has
shown its potentiality in analyzing datasets with different writing inclinations. This has been
useful for applying data fusion considering different sources with different handwriting
styles.

We plan to enhance the evaluation of this approach by performing quantitative analysis
with other existing approaches to further the improvement over the existing alternatives.
This evaluation will use a common dataset for both training and validation, considering a
greater range of writing styles with different inclinations. Furthermore, we plan to collect
data from new users in Arabic text recognition by providing a web interface for collecting
data. This online system will provide a service that will motivate the usage of the system,
and will implicitly gather data following the European policies regarding data protection.
This will help to identify opportunities for improving the system and the corresponding
algorithm.
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ABSTRACT
The COVID-19 pandemic is changing daily routines for many citizens with a
high impact on the economy in some sectors. Small-medium enterprises of some
sectors need to be aware of both the pandemic evolution and the corresponding
sentiments of customers in order to !gure out which are the best commercialization
techniques. This article proposes an expert system based on the combination of
machine learning and sentiment analysis in order to support business decisions
with data fusion through web scraping. The system uses human-centric arti!cial
intelligence for automatically generating explanations. The expert system feeds from
online content from different sources using a scraping module. It allows users to
interact with the expert system providing feedback, and the system uses this feedback
to improve its recommendations with supervised learning.

Subjects Data Mining andMachine Learning, Natural Language and Speech, Network Science and
Online Social Networks
Keywords Machine learning, Pandemics, COVID-19, Sentiment analysis, Decision support system,
Business intelligence

INTRODUCTION
The applications of sentiments analysis has been widely applied for dealing with
COVID-19 pandemic (Alamoodi et al., 2020). These applications analyze the sentiments
for different outbreak incidents using social medial. This information has been considered
valuable for mitigating the pandemic with several approaches for making citizens
aware of the situation for accepting social restrictions, obtaining successful results.
However, the existence of different sources requires data fusion for handling all the data
together.

Although this approach is designed for pandemics in general, it has only been tested
during COVID-19 pandemic. Thus, it may only be applied in pandemics with similar
features to COVID-19. In particular, the two key aspects are probably the mortality in the
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different age ranges and the ways of transmission. The former aspect can in"uence on the
perceived risk of the different population groups considering ages, and consequently in
the economic activities related to these age groups. The latter aspect about ways of
transmission may in"uence on the restrictions imposed by governments and consequently
on the different related economic sectors.

The impact of COVID-19 on economics has been outrageous in most countries, as
highlighted for example for India and developing countries (Singh & Misra, 2020), in the
!rst half year of the pandemics. However, economics are evolving and adapting for the
circumstances of pandemics, conforming a new emerging economics !eld concerning
global COVID-19 pandemic (Zhang & Ramse, 2020), which is now being researched and
taugh in prestigious institutions such as Shanghai Business School and George Fox
University.

Machine learning (ML) has been widely applied for sentiment analysis with different
approaches (Wang et al., 2021), including supervised ML, gradual ML, using many
different techniques such as support vector machines (SVM), random forest (RF),
multilayer perceptrons (MLPs) and deep neural networks (DNN). In particular, the keys
are which document features to use and how to reduce the manual labeling effort when
facing a new domain or context.

Although sentiment analysis has shown its utility in business decision-making such as
investment strategies (Petit, Lafuente & Vieites, 2019) and gaining business insight through
Twitter analysis (Reyes-Menendez, Saura & Filipe, 2020), the pandemic outbreaks are
deeply changing the business models and ecosystems (Anker, 2021). Some businesses are
adapting to the new circumstances, while others are closing down. The literature still
lacks appropriate methodologies and studies on how to apply sentiment analysis in the
context of pandemics, to discover new opportunities related with the real-time
circumstances of pandemic and the associated restrictions.

The assessment of business strategies usually measures performance as pro!ts and
number of sales to determine which products or services are more successful. This is
already well studied and analyzed in previous works such as (Mokhtar & Wan-Ismail,
2012). However, this continuously changing scenario of pandemics may not rely only in
past history as the circumstances are rapidly changing. This article aligns with the line of
works that argue that sentiment analysis can bring some light in business decisions for
anticipating which products and services may be more successful in new circumstances
(Oppong et al., 2019).

Human-centered arti!cial intelligence (HAI) supports the automatic generation of
explanations for the decisions suggested by ML. ML techniques such as deep learning
(Gao, Wang & Shen, 2020c) usually provide classi!cation results without explanations
about the reasons behind such classi!cations. However, among others, Bryson &
Theodorou (2019) stated that the generation of explanations of HAI is necessary for the
long-term stability of society, for reaching wise decisions based on proper supervision of
the automatically suggested decisions based on the underlying reasons. For instance, the
explainable MLP provides estimated reasons of each decision based on the analysis of
learned neuron weights (García-Magariño, Muttukrishnan & Lloret, 2019).
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In this line of research, this work proposes a novel approach for applying sentiment
analysis using data fusion for reinforcing and empowering companies in pandemics
situations so that economy can improve in this context with HAI. This approach can be
useful especially for small and medium enterprises (SMEs) that are looking for new
strategies to survive.

The remainder of this paper is organized as follows. Next section introduces the most
relevant related work, highlighting the gap of the literature that is covered by the current
work. ‘ML Scraping Tool for Monitoring Sentiments about Pan-demics’ presents the
proposed approach based on a scraping tool with supervised ML for identifying business
opportunities based on sentiment analysis on combinations of certain business decisions
and pandemic circumstances. ‘Experimentation’ describes the experimentation of this
approach illustrated with two different case studies respectively about a bar business and
an information technology (IT) business. Finally, ‘Conclusion and Future Work’mentions
the conclusions and the future research lines.

RELATED WORK
Some sentiment analysis tools use ML. For instance, the system of Sharma & Sharma
(2020) performed sentiment analysis on Twitter to predict public emotions with ML. Their
goal was to identify behavioral attributes of individuals based on their activity in social
media.

Sentiment analysis has been used for many different applications. One of its main
applications is the analysis of the citizens’ sentiments about political aspects. For example,
Kinyua et al. (2021) used sentiment analysis and ML for analyzing the impact of president
Trump’s tweets.

Several works apply ML for sentiment analysis. In these works, normally ML requires
input from documents labeled with sentiments. As Wang et al. (2021) recently indicated,
one of the key challenges is to reduce the initial effort of manually labeling the initial corpus
with emotions. More concretely, they focused on the aspect-level sentiment analysis. They
applied gradual ML in which easy instances are automatically inferred, based on an
estimated certainty. Hard cases were manually labeled in small stages. Their results were
competitive in comparison with DNN approaches.

In the !elds of ML and sentiment analysis, most works use public resources. For
instance, Twitter messages are commonly used, as one can observe in the work by Soumya
& Pramod (2020). They applied the common ML techniques of SVM, random forest (RF)
and naive Bayes. They used document features considering bag of words, terms frequency,
inverse document frequency, Unigram with Sentiwordnet and negation of words. In
addition, Ghiassi & Lee (2018) also used Twitter information for showing their approach
with transferable lexicon in supervised ML for achieving high accuracy in sentiment
analysis considering speci!c domains. The feature selection usually depended on the
domain and its selection was challenging in general. They extracted a small Twitter speci!c
lexicon set, and showed that the usage of this set was useful for sentiment analysis in
Twitter regardless of speci!c domains.
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Sentiment analysis is well-known for its capacity in supporting business decisions.
For instance, analysis of investors’ sentiments can be useful in supporting business
decisions based on the need of investments on certain decisions related with speci!c
products. More concretely, Petit, Lafuente & Vieites (2019) applied principal component
analysis (PCA) on web searches to shape pro!les of investors and their sentiments towards
certain aspects. As further described by Reyes-Menendez, Saura & Filipe (2020),
exploratory sentiment analysis supports marketing challenges gaining business insights.
They used the tweets from hashtag “#MeToo” and used supervised learning with SVM.
They found the importance of gender equality and inclusiveness in marketing.

Business activity is one of the major concerns in COVID-19 pandemic. First, Europe is
planning the post-COVID agenda for the research in business and management (Anker,
2021). Business ecosystems have suffered deep changes as one can observe in the
underlying market circumstances and the boundary conditions between business and
society. The consumer values have changed to a new era of sel"essness. Supply chains
splitting have accelerated with pandemics, conforming new supply mechanisms and
structures. The constant possibility of disruption as new normal has changed both the way
of consuming and the business strategies. Cloud computing has showed to be effective
to solve problems related to COVID-19 (Singh et al., 2021) such as the needs raised by
people working on their homes communicating and collaborating online. This has been
especially useful in the healthcare domain. This implies the need of cloud datacenters with
the corresponding needs of energy, which can be addressed with renewable energy sources
(Gao, Wang & Shen, 2020b). In this context, ML has been applied for the prediction of
workload in cloud computing (Gao, Wang & Shen, 2020a). Although computing power
needs of COVID-19 are being properly handled in the literature, the literature misses to
provide decision support systems for assisting small local companies in addressing the new
challenges of adapting their services and products. Another relevant aspect is how to
nominate the new concepts related to COVID-19 in order to apply natural language
processing over the text related to COVID-19. In this context, Alag (2020) proposed a
COVID-19 ontology related to clinical trials. This aligns with the existing literature about
ontology frameworks (Gheisari et al., 2021), in which the used ontology is key in properly
analyzing texts. Nevertheless, none of these works about ontologies have been used in
the context of business strategies for supporting companies in adapting their strategies in
pandemics.

Several works highlight the role of sentiments during the pandemic. For instance,
Buckman et al. (2020) indicated that COVID-19 pandemic was causing disruptions in
economic activity, stating their proposed Daily News Sentiment Index was a useful real-time
indicator. They compared their index with survey-based consumer sentiment. In the same
line, Nemes & Kiss (2021) used sentiment analysis over social media on COVID-19
circumstances. They applied natural language processing techniques combined with a
recurrent neural network for sentiment classi!cation. Although these works support that
automatic sentiment analysis can bring real-time useful information in COVID-19 changing
scenarios like in our work, these works did not provide a methodology for exploring
and selecting service/products to sell based on this information, as our current work does.
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HAI is argued to be necessary in scenarios related to pandemics, including the
customers’ preferences in medical affairs and ethics in the transformed society in
COVID-19. More concretely, in the medical affairs, Bedenkov et al. (2021) explicitly
argued the need of HAI for extracting useful information of data sets conformed of
conversations with customers. HAI could provide useful information with proper
explanations regarding certain aspects. However, they did not provide any speci!c
implemented system for the identi!ed needs. In the !eld of ethics, Wilthagen et al. (2020)
discussed the advantages and drawbacks of ML in delicate decisions, and the possibility of
unperceived discrimination cases if not using proper HAI. However, this work did not
propose an actual application of HAI for supporting business growth in pandemics
circumstances, as the current work does. Furthermore, HAI has been applied for supporting
the decisions of policy makers and stakeholders concerning food security with simulated
scenarios considering different conditions (How, Chan & Cheah, 2020). Nevertheless, this
work neither considered sentiments, pandemics nor private businesses when designing their
decision-support system with HAI. Therefore, none of these works developed a system for
supporting business decisions with HAI in the context of pandemics.

In summary, ML has been widely used for sentiment analysis. Most of these works
explore sentiments based on social media and other online resources, being Twitter one
of the most common resources. Domain has been proved to be essential in the selection of
the document features. Sentiment analysis has prove n to be crucial in business, and
business organizations and strategies are deeply changing with the current COVID-19
pandemic. Nevertheless, the literature lacks of the works that actually address the
incorporation of sentiment analysis in business strategies speci!cally designed to take
advantages of the new business opportunities in the COVID-19 pandemic context, for
achieving the common goal of business survival in the current pandemic, especially in
SMEs. The current work covers this gap of the literature, by proposing a ML scraping tool
for monitoring sentiments of the real-time pandemic circumstances to support business
decisions with explanations generated with HAI.

ML SCRAPING TOOL FOR MONITORING SENTIMENTS
ABOUT PANDEMICS
In this approach, we propose a scraping tool for analysing online content about pandemic
from different sources for implementing a decision support system (DSS) that helped
businessmen and entrepreneurs in deciding how to initiate new businesses or maintain
existing ones.

Figure 1 presents the block diagram of the proposed approach for generating and using
the scraping tool that is used to support decisions. The !rst step was to identify the
keywords of the business, which depended on its speci!c domain. The application asked
each user to enter either these keywords or a paragraph indicating the most relevant
aspects. In the latter option, the tool extracted a set of relevant words.

The next step was to identify the words from the pandemics that were most related with
the selected keywords. For this purpose, the tool departed from a pool of words related
to pandemics, and performed an online analysis of which words were most related in
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Figure 1 Block diagram of the scraping tool. Full-size !DOI: 10.7717/peerj-cs.713/!g-1
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several web pages about news. For this purpose, the tool use d the Selenium library for
searching on different websites which pairs of words (formed by one business keyword and
one pandemic keyword) are most frequent.

After this, the tool performed a sentiment analysis on social media to determine the
sentiments about the pandemic keywords most related with the business alone or in
combination with the business keywords. This information was useful information for
taking decisions, and the relevant outputs were presented to the user. The tool fed from
data provided by the Social Mention website (http://socialmention.com). Figure 2 shows
an example of the social information used for a bar business, and the information extracted

Figure 2 Sentiment analysis in social media about a pair of keywords related respectively with
pandemic and a business. Full-size !DOI: 10.7717/peerj-cs.713/!g-2
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for the particular combination of “restriction” in the context of pandemic and “beer” as
a word related to the business.

After this, the proposed tool identi!ed the most relevant links in the social media related
with the relevant combinations of words, considering as well how dynamic the websites
were. Once this identi!cation was performed, the tool generate d a scraping tool to collect
dynamic information from each relevant website. It detected in which HTML environment
these words were mentioned, taking tags, attributes and parent tags into account
among others. In occasions, the generated scraping tool needed to be manually improved
by an experienced programmer in order to obtain more relevant results.

The automatic monitoring module periodically used the scraping tool in order to obtain
relevant information that could help businessmen in taking decisions such us when
launching offers or alter their prices. It also provide d information about company
strategies that could have a positive impact in the sentiment of clients, and how evolution
of the pandemic could affect their companies.

The automatic monitoring tool provided a clustering map and a recommendation
automatically generated with HAI. Figure 3 shows an example of the clustering map
provided by this tool. In the clustering map, each point represents a document with certain
similarity for a given set of keywords (x-axis) and the sentiment represented as a
percentage (y-axis). In this particular example, the documents represented news about bars
and COVID-19 restrictions. The clustering identi!ed clusters of documents with similar
features, so the user was able to analyze the cluster of documents that was the most
relevant. The user was instructed to select clusters with high document similarity, since
these may be the most relevant to their business (the bar in this case). The user was
told that both positive and negative sentiments could be useful for either emphasize or
avoid certain products or services. In this map, the tool used the af!nity propagation

Figure 3 Clustering map. Full-size !DOI: 10.7717/peerj-cs.713/!g-3
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clustering algorithm with the implementation provided by the Scikit-learn library
(Pedregosa et al., 2011). In each combination, the clustering map considered the three
dimensions for each document, which were (a) the similarity with the speci!c business
keywords, (b) the similarity percentage with the speci!c pandemic keywords, and (c) the
sentiment analysis of the given document. Alternatively, the two former dimensions were
also calculated as one unique similarity considering both business and pandemic
keywords. The sentiment measurement was calculated with the following equation:

sentiment ! 100 " positive# K " neutral
positive# neutral # negative

(1)

where “positive”, “negative” and “neutral” are the number of documents parts retrieved for
a given combination of keywords with respectively positive, negative and neutral
sentiments. K is a constant in the interval [0, 1], and its recommended default value is 0.5,
as neutral sentiment is considered to be in the middle between positive and negative
sentiments. In this work, all the experimentation used this default value, but other
researchers may tune this value in speci!c business contexts.

The tool collected feedback from users for performing a supervised ML approach in
which this feedback was used either to start resetting/adding keywords or to repeat the
whole process. It could repeat the sentiment analysis if new information about sentiments
was provided by the user. Otherwise, it continue d the monitoring until user s decide d to
stop it.

In order to implement the ML, the proposed approach used the term frequency and
inverse document frequency considering customized sets of keywords, as document
features. The relevance of documents indicated by users’ feedback was used in the
supervised learning. We used Scikit-learn library with Python programming language for
using the ML techniques of multinomial naive Bayes (NB) classi!er, MLPs, k-nearest
neighbors (KNN), SVMs and multinomial Bayesian.

In order to automatically generate an explanations, we used two techniques, The
!rst one analyzed the weights of MLP using our approach of explainable MLPs
(García-Magariño, Muttukrishnan & Lloret, 2019). We also tested a HAI approach on
KNN, based on generating an explanation based on the nearest neighbor document. An
example of an automatically generated explanation follows:

In the learned model for business opportunities in pandemics, the most relevant input
combination for estimating that you have negative emotions about vaccines is that you were
thinking about AstraZeneca and clots.

The proposed approach is iterative and needed three bifurcations (as one can see in the
block diagram) to iterate going back to different steps depending on the new input data.
Firstly, if the user provides new keywords, then the process needs to be repeated from
the beginning since the identi!cation of keywords is the !rst step. In some occasions, the
pandemic circumstances and related restrictions change and periodically some iterations
need to consider again the sentiments as these may change, going back to the middle of
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the process. Finally, if not any of the previous circumstances occur, the selected websites
can be monitored in short and frequent iterations.

EXPERIMENTATION
The experimentation was conducted in two different scenarios respectively related with a
bar and a information technology company and introduced in the next two subsections.

Bar business
A bar wanted to take some decisions related on how to proceed to keep pro!table their
business. In the COVID-19 pandemic, many restriction were applied such as the
mandatory closing time in Madrid (Spain). After some brainstorming, the owners though
of the options of focusing their promotion efforts and marketing on (a) breakfasts (b)
lunches, (c) snacks, (d) delivery to homes, (e) low-cost/cheap services, and (g) low-cost/
cheap tickets for post-pandemic services.

In order to support their decisions, we followed the proposed approach as indicated for
the following steps of the proposed approach:

$ Identify keywords for the business: The keywords respectively associated with each
possible business decision were respectively (a) breakfasts (b) lunches, (c) snacks,
(d) delivery to homes, (e) bear, (f) low-cost/cheap services, (g) special offers, and
(h) low-cost/cheap tickets for post-pandemic services. In addition, the common
keywords in all the decisions were bar, restaurant, tapas, terraces and Madrid.

$ Find relation with pandemic keywords: In most decisions, we found relation with the
following keywords: pandemic, Covid19, restriction, 10 pm, 22 h, Madrid, commercial
activity and closing time.

$ Perform sentiment analysis on social media: For each possible decision, we gathered the
set of keywords of this business decision with the Pandemic keywords, and used brief
and non-redundant set of keywords, for performing analysis on the Social Mention
website. On this analysis, the business owners identi!ed that many French people were
coming to Madrid to enjoy bars because of the more relaxed restrictions compared
with France. The business owner found this information useful and translated all their
offers to French in order to catch the attention of all these potential French customers.

$ Identify most relevant monitoring websites: The two most relevant websites were ruptly.
tv and foxnews.com, which respectively provided information about French consumers
and generous customers that were willing to prepay food and drinks to keep tapas
bars open in pandemic. In this bar scenario, web scraping started from Social Mention
website, and this provided a list of relevant websites related with the selected keywords.
The bar owner was instructed to check the !rst websites in the ranking, and selected
the ones that he found most appropriate.

$ Generate scraping tool: The proposed tool was generated for monitoring these two
websites considering the most relevant sets of works for the two most promising lines of
business: (1) potential French customers with keywords French, Madrid, tourists,
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terraces, escape, COVID-19 restrictions, and (2) prepay offers with the keywords bar,
prepay, food, drink, tapas, open, coronavirus, pandemic.

$ Automatic monitoring: These scraping tool was used to monitor these two websites for 2
weeks. The automatic monitoring tool was designed to check the relative frequency
of “French” term in the news related with “Pandemics” and “Restrictions”, and updated
a list of the most relevant news considering “French” in this context in the two selected
websites. This monitoring tool noti!ed the user whenever some new news came up
in this list.

$ Visualize clustering map: The map was monitored to compare different offers for
respectively French customers and prepay offers.

$ Generate explanation with HAI: An example of generated explanation was “In the
learned model for business opportunities in pandemics, the most relevant input
combination for estimating that you have negative emotions about bars is that you were
thinking about Covid and Tracking”. Thus, the bar owner thought about incorporating a
tracking system for checking temperature and avoid people with COVID-19 compatible
symptoms in the bar.

$ Collect feedback from users: The owners found especially useful the !nding about
potential French customers, as the cost of translation to French was very low in
comparison to the potential earnings from French customers.

$ Supervised learning: In the supervised learning, the users selected the two most relevant
news, which were “Spain: French tourists !ll Madrid terraces to escape COVID-19
restrictions” (Ruptly, 2021) and “Hundreds of bar customers prepay for food and drinks
to keep tapas joint open amid coronavirus pandemic” (Leggate, 2020). The supervised
learning use d these documents to train the system for presenting !rst the documents
most similar to these with supervised positive feedback.

IT business
In IT business, the context was more advantageous than in the previous case study, since
people used more technology for communication in hard restrictions about pandemics
such as con!nement. However, the technology usage had changed. We applied the
following steps proposed by our approach for supporting IT business decisions

$ Identify keywords for the business: In the particular IT company, the most relevant
!elds of work were identi!ed with the keywords scraping tools, arti!cial intelligence
(AI), ML, surveillance, dating apps, emerging social networks, !les sharing, emerging
mobile apps, cryptocurrency trading, and investment.

$ Find relation with pandemic keywords: The scraping tool identi!ed the most relevant
pandemic words associated with the aforementioned IT concepts with support of the
Social Mention website. Besides the common word of Covid19, we also found interesting
the word “recovered” as new emerging business strategies with focus on the infected
people that were recovering.
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$ Perform sentiment analysis on social media: In the social media, the combination of
AI and pandemic obtained a positive sentiment analysis, as Fig. 4 shows. Moreover, we
performed a comparison of the most relevant combinations, which is presented in
Fig. 5.

$ Identify most relevant monitoring websites: Some of the most relevant information
was found in nbcwashington.com and businessofapps.com. A total of one website
indicated what was expected by dating app users in this pandemic context, and this
information was useful for designing this kind of apps. The other website provided
useful information about revenues of certain apps in pandemics, to estimate which kind
of app might be more successful in the changing context of pandemic. Like in the
previous scenario, a ranked list of websites was obtained by scraping on Social Mention
website, and the IT company owner selected the most relevant websites from the !rst
items of the provided list.

$ Generate scraping tool: Our proposed framework generated scraping tools for these
websites and the combination of words. However, the generated scraping tools were
manually adapted to obtain more detailed information like including the revenues.

$ Automatic monitoring: In the automatic monitoring, we established a daily frequency of
this analysis, so that the company could use this updated information every day.

$ Visualize clustering map: The clustering map was visualized considering similarity and
sentiment for each combination. The most relevant cluster of documents had a center
with document similarity of 69.1% and a sentiment of 67.2%. After analyzing all the

Figure 4 Sentiment analysis in social media about AI and pandemic.
Full-size !DOI: 10.7717/peerj-cs.713/!g-4
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documents of this cluster, both “!le sharing” and “Zoom” were the most frequent terms
considering only the IT concepts and tools.

$ Generate explanation with HAI: An example of generated explanation was “In the
learned model for business opportunities in pandemics, the most relevant input
combination for estimating that you have negative emotions about vaccines is that you
were thinking about AstraZeneca and clots”. The IT expert observed an opportunity in
an app that helped users to reply a questionnaire about their symptoms after being
injected AstraZeneca vaccine to quickly indicate their probability of suffering clots.

$ Collect feedback from users: The users indicated which web pages were relevant from
the ones retrieved by the proposed tool, for conforming new business strategies.

$ Supervised learning: The Multinomial NB, MLP, KNN and SVM models were updated
with the users’ feedback for improving the retrieval of relevant elements.

Figure 5 presents the number of documents classi!ed in the different sentiment
categories for each combination of business term and pandemic term, providing more
insight information than rather the average sentiment considered in the clustering map.
For instance, it is not the same to have a concept that have most documents classi!ed as
neutral (like for example scraping in pandemics) or others with either many documents

Figure 5 Comparison of sentiment analyses in social media among several IT strategy !elds in
pandemics. Full-size !DOI: 10.7717/peerj-cs.713/!g-5
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classi!ed as either positive or negative (not any case in this example). “File sharing”
and “cryptocurrency trading” raised the higher numbers of documents with positive
emotions. More concretely, the combination of words with a highest percentage of
documents with positive sentiments was “File Sharing” and “Pandemic”, with 73.5% of
documents with positive emotions. This may re"ect that pandemic situations implied a
higher need of sharing !les, and IT businesses may increase their chance of success if
their products include more options related with !le sharing. The combination of
“cryptocurrency” and “pandemic” was the second most related one with positive emotions
(i.e., 60.3%). This helped the user to assess the possibility of integrating automatic
cryptocurrency trade on their skills and services.

In order to assess the ef!cacy of supervised learning, a user tagged an initial set of
11 documents retrieved from Social Mention with the terms of AI and pandemics, using
the categories of ‘relevant’ documents and ‘other’ documents. These were used for the
training. Then, 15 documents were automatically classi!ed considering multinomial
NB, MLP, KNN and SVM. The user also tagged these documents, so that the accuracy of
the classi!cation could be calculated. Figure 6 shows the accuracy for the different
classi!ers.

As one can observe, the highest accuracy was obtained with KNN with a value of 93.3%.
The second highest accuracy was obtained with MLP with a value of 87.7%. On the
contrary, the multinomial NB obtained the worst accuracy with a value of 73.3%.

In order to evaluate the automatically generated explanations, we asked the users to
determine which explanations were relevant for them for identifying business
opportunities. In the analysis of seven explanations generated with HAI from explainable
MLPs and 11 explanations generated with HAI from KNN, 57.1% of the generated
explanations from MLP were found relevant, and 27.3% of the explanations from KNN

Figure 6 Comparison of accuracy when using different ML classi!ers in the context of AI and
pandemics. Full-size !DOI: 10.7717/peerj-cs.713/!g-6
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were found relevant. Figure 7 shows the comparison of these percentages. One can observe
that in general explainable MLPs provided a higher ratio of relevant explanations than the
analyzed alternative.

CONCLUSION AND FUTURE WORK
This work has presented a novel approach for conforming a scraping tool that assisted
business men in identifying which strategies were most appropriate for maintaining their
companies pro!table in pandemics, considering data from different sources through
data fusion. It use d a supervised ML approach for estimating which online documents
could be relevant for a given user. In this way, the system !ltered the documents presented
to users. The system automatically generate d explanations for providing ideas with
HAI for identifying business opportunities.

As future work, we plan to improve the proposed tool by using more documents tagged
by sentiments from more sources, so that the results are more representative. We also plan
to automate the !nding of customers by digging into social messages related with the
most promising business strategies, enhancing the input data from more sources. We will
also explore the application of other HAI techniques aiming at increasing the quality of
explanations. We plan to propose HAI techniques in deep learning by identifying patterns
in the layers of neurons and using statistical information from the input data, although this
is widely known to be really challenging. We also plan to apply HAI over k-nearest
neighbours algorithm through adaptation of the explanation from the most similar cases,
since we believe this might be the most straightforward way of improving the user
experience when reading the generated explanations.
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ABSTRACT
The Internet’s emergence as a global communication medium has dramatically
expanded the volume of content that is freely accessible. Through using this
information, open-source intelligence (OSINT) seeks to meet basic intelligence
requirements. Although open-source information has historically been synonymous
with strategic intelligence, today’s consumers range from governments to
corporations to everyday people. This paper aimed to describe open-source
intelligence and to show how to use a few OSINT resources. In this article, OSINT
(a combination of public information, social engineering, open-source information,
and internet information) was examined to de!ne the present situation further,
and suggestions were made as to what could happen in the future. OSINT is gaining
prominence, and its application is spreading into different areas. The primary
dif!culty with OSINT is separating relevant bits from large volumes of details. Thus,
this paper proposed and illustrated three OSINT alternatives, demonstrating their
existence and distinguishing characteristics. The solution analysis took the form of a
presentation evaluation, during which the usage and effects of selected OSINT
solutions were reported and observed. The paper’s results demonstrate the breadth
and dispersion of OSINT solutions. The mechanism by which OSINT data searches
are returned varies greatly between solutions. Combining data from numerous
OSINT solutions to produce a detailed summary and interpretation involves work
and the use of multiple disjointed solutions, both of which are manual. Visualization
of results is anticipated to be a potential theme in the production of OSINT solutions.
Individuals’ data search and analysis abilities are another trend worth following,
whether to optimize the productivity of currently accessible OSINT solutions or to
create more advanced OSINT solutions in the future.

Subjects Data Science, Security and Privacy, Software Engineering
Keywords Cybercrimes, Open data, Open-source intelligence, OSNIT, Reconnaissance

INTRODUCTION
The digital forensic investigation may uncover substantial and incriminating evidence.
Still, if they cannot communicate it to a lay audience in a clear and intelligible manner, the
case may be lost (Montasari, 2017). Investigators must describe the process to a court and
jury because of the intricacy of the tools and techniques utilized in conducting a digital
investigation. These instruments and techniques must also meet speci!c standards of
practice and be approved by other !eld investigators. Despite this, there is still a lack of
agreement and formal process models in the !eld of digital forensics that courts may use to
assess the trustworthiness of digital evidence submitted before them (Montasari, 2018).
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The word “open source” applies explicitly to content that is freely accessible to the
public. If access to a piece of knowledge requires specialized expertise, software, or
methods, it cannot correctly be called open source. Notably, open-source content is not
restricted to what can be found through popular search engines. Though web pages and
other Google-accessible sites are essential sources of open-source content, they are far
from the only ones.

! A new mass communication mode recognized as networking sites has arisen
(Al Mutawa, Baggili & Marrington, 2012). Former Google CEO Eric Schmidt estimated
that the Internet would split into Chinese-led and US-led models over the next decade.

! In Sundar Pichai’s leadership, Google investigated the possibility of launching a
restricted model of its search engine in China, sparking internal and external debate.

In January 2021, there will be 4.66 billion people globally, accounting for 59.5% of the
global population. 92.6% (4.32 billion) of this total access to the network through mobile
devices.

China, India, and the United States led all other nations in terms of online users. China
has over 854 million web users, while India has about 560 million. In reality, both countries
have sizable populations that are disaffected.

After the Cold War, human society was made more open, and the turmoil and universal
usage of the Internet made the world smaller. The bulk of the populace now uses the
Internet to mix, read, chat to mates, share data and information, phone, and divert
attention. Statista estimates that in April 2020, global internet users accounted for
4.57 billion individuals or 59% of the global population. According to online protection
adventures, Internet users are expected to reach 7.5 billion by 2030, accounting for 90% of
the total population. Many users will practice what is currently known as the Internet due
to the Internet’s risky expansion and shares development.

As worldwide social orders move consistently towards digitalization, a considerable
measure of computerized information will be created because of the communications of
individuals and organizations on the Internet. A decent level of this information is freely
accessible. Realizing how to utilize it opens up numerous chances for associations to grow
their exercises and work productively in the present data age.

Furthermore, there is an assortment of freely usable information accessible online
assets instead of ordinary web indexes. We will go into this in more depth later; however,
Shodan and Censys might be utilized to discover IP addresses, workers, open ports,
webcams, and printers, among numerous other web things.

Open-source intelligence (OSINT) is a concept that refers to any publicly available data
used to ful!ll a speci!c need for information. OSINT properties may be isolated or
web-based in two systems. Still, since the environment is growing digitalized, most OSINT
experience is taken from Internet properties.

Open-source intelligence (OSINT) collects and reviews freely accessible data, mainly
from web media. The vast volume of digital data is generally recognized as the most
complicated feature of any OSINT collection operation. Interestingly, there are various
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OSINT resources and strategies available to assist OSINT assemblies with this mission.
On the other side, governments and law enforcement authorities use it to combat violence
and extremism, forecast global developments and deliver timely and actionable intelligence
to lawmakers to allow them to make educated decisions.

OSINT techniques are used throughout the cybersecurity domain to uncover stolen
data and to locate "aws in information management networks, in addition to their vital
position in counterintelligence operations (identify and counter threats to IT systems
originating from cyberspace), shown the structure of the paper in Fig. 1.

OSINT, according to Steele (2006), is unclassi!ed knowledge that is purposefully found,
thereby categorizes, separates, and communicates to a small audience to answer a
particular query. Concerning the utilization of OSINT for removing social assessment and
feelings, Santarcangelo et al. (2015) proposed a model for deciding client sentiments about
a given catchphrase through interpersonal organizations, explicitly contemplating the
descriptive words, intensi!ers, and invalidations utilized in tweets. Shockingly, it is an
essential catchphrase-based arrangement just intended for the Italian language, not
considering semantic issues. On the other hand, Kandias et al. (2017) could relate
individuals’ utilization of informal organizations (speci!cally, Facebook) to their pressure
level. In any case, the examinations were completed distinctly with 405 clients, while
these days, there is an opportunity of handling a lot of more signi!cant measures of
information. Another intriguing investigation is led in Senekal & Kotzé (2019), where
creators applied Natural Language Handling (NLP) to WhatsApp messages to potentially
forestall the event of mass savagery in South Africa. Shockingly, the examination is
restricted to instant messages, consequently barring essential data revealed through media
material.

A few works investigate the use of OSINT for criminal examinations corresponding to
cybercrime and coordinated wrongdoing (Kao et al., 2018). For instance, OSINT could
increment the precision of arraignments and captures of guilty parties with systems like the
one proposed by Quick & Choo (2018). Solidly, creators apply OSINT to advanced legal

Figure 1 Structure of the paper. Full-size !DOI: 10.7717/peerj-cs.810/!g-1
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information of various gadgets to improve the crook insight examination. In this !eld,
another chance that OSINT yields are the identi!cation of illicit activities just as the
anticipation of future wrongdoings, for example, militant psychological assaults, murders,
or, then again, assaults.

The European tasks ePOOLICE (Pastor & Larsen, 2017) and Escapade (Aliprandi et al.,
2014) were intended to create compelling models for checking open information examine
the society identify arising coordinated wrongdoing. Rather than the past, referenced
ventures, whose propositions were most certainly not utilized in genuine cases,
Delavallade, Bertrand & Thouvenot (2017), depict a model dependent on informal
communities’ information that can remove future wrongdoing pointers. Such a model is
then applied to the copper robbery and the jihadist purposeful publicity use cases.

Right now, there is a broadening of administrations offered on the web, which has
prompted the development of a developing mass of computerized information (Pune,
2020). This information can be gotten to by Application Programming Interfaces (APIs), or
various administrations, applications, and so forth. For instance, individuals who utilize
administrations accessible on the web to enlist destinations of interest, travel, political or
strict af!liations, photographs, among different wellsprings of exposure of a rational public
nature, can be found. In any case, not every person knows that a massive extent of this data
is freely uncovered and can be utilized by people or associations with various purposes
(Pastorino, 2019). This implies that all data distributed on informal organizations,
conversation discussions, and gathering visits, among different sources, is free and available
to anybody, considering the limitations that may apply (Passi, 2018). In any case, in any
event, when a lot of information is discovered, these are themselves considered unevaluated
material acquired from any source. However, when such information is expounded and
treated, it becomes data by procuring signi!cance and utility.

Moreover, if experience, comprehension, and codi!cation are added to this, such
data becomes information. Whenever this is made accessible to an individual inspired by
the motivation behind aiding the dynamic interaction, knowledge happens (Portillo &
Nykiel, 2019; Pastor-Galindo et al., 2020; Norton, 2011). The exercises of get-together and
relating such data using apparatuses are called Open-source insight (OSINT) (Norton,
2011). Although this work of gathering and corresponding data is certainly not a new action,
some more contemporary meanings of OSINT can be given. “Unclassi!ed data that has
been purposely found, segregated, re!ned and spread to a select crowd to address a
particular inquiry” (NATO, 2001; Korkisch, 2010). “Insight that is delivered from openly
accessible data and is gotten utilized and scattered in a convenient way to a suitable crowd to
react to a particular knowledge demand” US DoD (Department of Defense) (LISA Institute,
2020). “Gather, interaction and relate public data from open information sources, for
example, the media, interpersonal organizations, discussions, and sites, public government
information, distributions or business information” (Pastor-Galindo et al., 2020).

As per Carcaño (2018), OSINT sources are public sources—autonomous of whether
their substance is marketed or accessible. They can be archives with any substance, in any
medium, under any methods for transmission or method of access. OSINT sources are
recognized from different types of knowledge since they should be lawfully open to the
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general population without disregarding copyright or security laws (Hassan, 2018).
These open-sources incorporate (Khera, 2020; Richelson, 2016; Williams & Blum, 2018):

• Government information and public reports, spending plans, hearings, phone registries,
question and answer sessions, sites, and talks;
• Expert and scholastic distributions, data gained from diaries, gatherings, symposia,
academic papers, expositions, and theories;
• Business information and pictures, monetary and modern assessments, just as data sets;
• Grey literature, specialized reports, preprints, licenses, working archives, business
records, unpublished works, and notices;
• Photographs and recordings, including metadata;
• Geospatial data (e.g., guides and business imaging items).

Then again, open-source data is not restricted to the principle web indexes (Recorded
Future, 2019). Indeed, playing out a pursuit on any motor produces gigantic data sources
far from the solitary sources given. On the web, there are various open-hotspot for various
sorts of searches: recordings, pictures, messages, and so forth.

As per AlKilani & Qusef (2021), the authors proposed an integration process between
selected OSINT techniques and ISO 27001 standard in some relevant clauses for additional
security. They presented a set of OSINT techniques that deals with background checks
and screening new hires in addition to vendor’s risk assessment in the context of
integration them with the international standard ISO 27001.

Sources for OSINT
Open-source information (OSINT) has existed since the introduction of mass technology,
such as publications and of!cial announcements for intelligence collection, primarily by
the military. However, it is now still often used by other organizations. The demand for
OSINT overgrew as the Internet spread and made more uncontrolled intelligence
sources available (Glassman & Kang, 2012). OSINT may be delivered by printed or
interactive channels, such as magazines, television, journals, and, more recently,
internet material. Security analysts have used OSINT to complement sensitive information
(Best & Cumming, 2007).

The Internet has been a valuable platform for every intelligence analyst owing to
Internet !ltering, scanning, indexing, and search engines (Appel, 2011). The overwhelming
number of citizens have Internet and digital platforms, meaning that many archives of
personal minds are preserved in the Internet’s of!cial, semi-public and large websites
(Appel, 2011). According to Koops, Hoepman & Leenes (2013), law enforcement authorities
mine Facebook and Twitter for intelligence purposes. Online news sites are often tracked
to track and deter extremist violence see Fig. 2.

Who needs OSINT?
Open-source intelligence is more often associated with military intelligence and
organizations. The OSINT user base is far broader. OSINT is primarily used by large global
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corporations, banks, and diverse sectors to collect information and market analysis for
decision making, strategic advantage, and business security.

! Government/Government bodies, including defence, intelligence, and law enforcement
agencies

! International organizations

! Business companies

! Penetration testers, hackers

! Individuals who value their privacy.

Government agencies and intelligence services
OSINT has the vital capacity to strengthen law enforcement agencies’ know-how and other
security bodies in !ghting crimes and safeguard the population, authorities, networks,
institutions, public administrators of criminal organizations, extremism, and other
cyber-related assaults. Because the bulk of Internet users have at minimum one web-based
media account, a vast number of individual data may be collected from the Internet to
collect intelligence about suspects, take into account their views, and detect possible
perpetrators when they perform crimes. In reality, an analysis of OSINT results also
resolves the power evaluation.

Terrorist organizations and black hat hackers
Criminals and black hat hackers use OSINT plans and techniques similar to those utilized
by law-abiding people to obtain intelligence on goals before committing a crime. Social
engineering attacks begin with adequate data about the goal. The gathered data is
utilized to redo the assault as indicated by every individual, expanding the opportunity for
effective interruption—the different periods of the Miter ATT&CK digital murder chain.

As shown in Fig. 3, the MITRE ATT&CK kill chain, most cyberattacks begin with a
reconnaissance process, including OSINT.

Figure 2 OSNIT various sources. Full-size !DOI: 10.7717/peerj-cs.810/!g-2

Qusef and Alkilani (2022), PeerJ Comput. Sci., DOI 10.7717/peerj-cs.810 6/26

http://dx.doi.org/10.7717/peerj-cs.810/fig-2
http://dx.doi.org/10.7717/peerj-cs.810
https://peerj.com/computer-science/


OSINT as a business tool
OSINT is well developed as more private-sector technology and solutions are used. The
ef!cacy and importance of OSINT are no more in doubt; instead, the concern is how
effectively it can be integrated into a specialization for security experts in the public and
private sectors (Gibson, 2004). Table 1 shows OSINT Source Checklist. Integrating OSINT
systems into corporate structures can result in signi!cant gains and improve the
organization’s overall effectiveness in responding to internal and external challenges.
We may appreciate the signi!cant attributes.

Case study 1: The Cambridge Analytica scandal
The Cambridge Analytica scandal has shocked the nation. Facebook has been sued in
England and Wales for “losing control” of the details of over a million people.

The suspected shortcomings were exposed during the Cambridge Analytica scandal, in
which collected data were used for election-related advertisements. Journalist Peter
Jukes, who is spearheading the campaign, asserts that his database has been hacked.
According to Facebook, there was “no proof” that data from UK or EU accounts had
been passed to Cambridge Analytica. However, the internet giant’s lawsuit, likely to take at
least 3 years, may contend that a “loss of ownership” over consumers’ sensitive data
demands individual payments. The collection of sensitive details from Facebook users

Figure 3 Various phases of the MITRE ATT&CK cyber kill chain.
Full-size !DOI: 10.7717/peerj-cs.810/!g-3

Table 1 OSINT source checklist (taken from Gibson, 2004).

Checklist Description

Authority Are the OSINT origins held in high regard by peers or consumers?

Accuracy For reference, how reliable is the OSINT source, and can it be checked or evaluated?

Objectivity Seems to be the OSINT root in some manner distorted?

Timely Is the OSINT root timestamped, date-stamped, or geolocated?

Relevancy How essential is the OSINT element?
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through third-party applications was at the heart of the Cambridge Analytica privacy
controversy that broke in 2018. Cambridge Analytica’s software on Facebook extracted
data from users that communicated with it - as well as non-consenting contacts. As per the
petition, Facebook gathered data without authorization, which violates the Data Protection
Act 1998. For its involvement in the Cambridge Analytica !asco, Facebook was !ned
£500,000 by the UK’s cybersecurity agency in October 2018. According to the Information
Commissioner’s Of!ce (ICO), Facebook helped facilitate an “extreme violation” of the
rule. Facebook issued an apology and allowed users to see the “blacklisted applications”
that had obtained their information. There is precedence for such a large-scale court
action in the United States, although none exists in the United Kingdom. Google decided
to pay a reported $22.5 million (£16.8 million) in a 2012 lawsuit !led by the United States
Federal Trade Commission (FTC). Also, a limited number of British clients reached an
out-of-court agreement with the !rm.

Case study 2: WhatsApp controversy highlights growing fears about data
privacy
Many users left WhatsApp after the messenger service modi!ed its privacy policies.
Concerns that their data could end up with Facebook drive them to rivals seeking
better data security. According to smartphone app monitoring company Sensor Tower,
WhatsApp’s rival Signal saw 17.8 million installs between January 5 and January 12, up
from just 285,000 last week. Simultaneously, fellow chat app Telegram saw 15.7 million
installs, double the 7.6 million downloads it saw the week before. Many have
migrated to the lesser-known Threema, a paying messaging app that mainly serves
German-speaking countries where cybersecurity is strong.

Significant benefits of open-source intelligence
For both types of organizations, the advantages of OSINT are self-evident. The subsequent
segment addresses the most signi!cant matters:

1. OSINT is strategically advantageous in contrast to other forms of traditional intelligence
collection, such as Signals Intelligence (SIGINT) or Geospatial Intelligence (GEOINT),
which have a poor cost of return on investment (ROI). Without spending a lot on
consultants and other high-priced tools, businesses with small surveillance expenses
may employ OSINT tactics or subsidize it to a third-party provider.

2. OSINT databases are abundant and provide material about almost every topic
imaginable and accessed at any time. For instance, a regular Google search just covers
the basics of Google’s indexed page material. OSINT uses the site’s three layers (surface,
underground, and darknet) to ensure that the quest covers nearly all web material.

3. By doing an OSINT information leakage evaluation, OSINT tools may uncover "aws in
IT applications. A company may detect compromised user passwords, accessible ports,
vulnerable network networks, and already-in-use expired applications and operating
system models.
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How Is open-source intelligence used?
Since exploring the fundamentals of Open-source intelligence, we will explore how it is
widely utilized in cybersecurity. We commonly use these 2 cases, as shown in Fig. 4:

Penetration testing and ethical hacking
Security experts use open-source information to detect possible vulnerabilities in social
networks and remediate them before being targeted by threat actors. Frequently identi!ed
bugs include the following:

! Accidental disclosures of con!dential details, for example, through social media,

! Ports that are left open or computers that are linked to the Internet that are not
protected,

! Unpatched applications, such as websites operating obsolete versions of current content
management systems,

! Resources that have been leaked or revealed, such as patented code on paste bins.

Recognize external risks
Internet is an excellent source of vulnerability awareness; enumerating the new weaknesses
being abused empowers IT and protection practitioners to allocate their time and money
to address current issues.

Typically, this form of work involves several data points to recognize and prove a
hazard; for, e.g., while a single person tweeting does not warrant consideration, whether it
is understood to be connected to a particular sector, the same entity transmitting several
threats may deserve scrutiny.

It is crucial to note that Open-source information is commonly worked in tandem with
other forms of intelligence. Most knowledge obtained by telemetry, dark network, and
outside networks is used to validate and build public information. There are several means
of doing these analyses, which we will take a look at later.

Figure 4 Primary uses of open-source Intelligence. Full-size !DOI: 10.7717/peerj-cs.810/!g-4
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What constitutes open-source information?
When knowledge or details in total is:

! Intended for a broad audience (e.g., news channels and newspaper contents).

! Open to the public at no charge.

! Open to the public upon paying a premium (e.g., Books, Journals, Magazines, digital
libraries).

! Information that could be gathered without a warrant or in breach of a data privacy
statute.

! Available through the Surface Web (e.g., social networking sites and all search engines
may access), the Deep Web (including historical database information), or the Darknet.

! Information that is discoverable by specialized search engine operators, such as
Google dorks or Bing search operators.

! Data available in public meetings/discussions or that is audible to the average listener.

WHAT IS ISO 27001?
ISO/IEC 27001: 2013 is an international speci!cation that de!nes standards for handling
information security within an organization. It allows organizations of all types to
maintain the security of !nancial records, intellectual property, employee details, and
information delegated to third parties.

This section will look at how ISO 27001 (or the ISO/IEC 27001:2013 standard) can be
used to develop, implement, maintain, and continually expand an Information Security
Management System (ISMS). An ISMS is a comprehensive method to handling an
organization’s crown jewels (e.g., precious properties and data) and con!dential
documents to ensure continued protection through risk management strategies.
Additionally, there are three primary security objectives within an organization’s ISMS:

! Privacy—accessibility to details is restricted to approved employees.

! Authenticity—only approved staff can change the data.

! Accessibility—the records must be readily available to designated employees at all times.

Security controls (Annex A)
ISO 27001’s Annex A, or the controls portion, includes a list of 114 industry-standard
protection controls or protections divided into 14 divisions and classi!ed according to the
categories listed as shown in Table 2:

Becoming ISO/IEC 27001:2013 Compliant: Who, When, Where, Why,
How

! Who: ISO/IEC 27001:2013 ideal for an organization that needs to enhance its knowledge
technology by implementing industry-wide best-recognized standards for surveillance?
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! When: ISO/IEC 27001:2013 will be introduced and approved at any point.
The company can opt to enforce the norm and credential later when regulations need it,
raising consumers’ and clients’ con!dence in a move at the same time.

! Where: Both organizations can use the de!nition regardless of whether they are for-for
bene!t, nonpro!t, or public-based entities.

! Why: ISO/IEC 27001:2013 will improve protection by applying it essentially. It lets
companies comply with regulations, attracts clients by reassuring them about the
protection, lowers expenses, and organizes an ef!cient framework for data security
processes and regulations. See Table 3.

ISO 27001’s advantages
ISO 27001 is one of the most frequently accepted standards for data processing. Globally
recognized is certi!cation of the Benchmark by an independent accredited entity. In the
last decade, the number of credentials has increased by more than 450%.

By adding the Standard, one can maintain consistency with information security
management systems enforced by legislation such as the EU GDPR (General Data
Protection Regulation) and the NIS (Network and Information Systems) Regulations. This
reduces the level of risks relating to data breaches.

! Ensure the security of your !les, regardless of their location

! Risk savings associated with computer management

! Enhance the corporate atmosphere

! Improve the threat resistance

! Anticipate and react to emerging cyber threats

! Comply with statutory requirements.

ISO 27701 privacy regulations
Privacy security in a rising wired environment is a necessary expense. New privacy laws,
such as the General Data Protection Regulation (GDPR), enforced by authorities, force
businesses to act. ISO speci!cations such as ISO/IEC 27701 can help the company ful!ll
speci!cations and handle privacy threats relating to sensitive details (PII). ISO 27701
Privacy Information Management System (PIMS), expansion to ISO 27001 Information
Security Management System (ISMS), will help the organization ful!ll compliance
standards and handle privacy threats associated with Personally Identi!able Information
(PII). Implementing a management framework compatible with ISO/IEC 27701 and
ISO/IEC 27001 would allow the business to satisfy GDPR’s privacy and information
security standards and other data protection regulations. GDPR allows organizations to
take adequate technological and operational steps (including protocols, procedures, and
processes) to safeguard their records. Microsoft’s involved committee member.
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Table 3 ISO/IEC 27001:2013 compliant.

How: An organization that wishes to enhance its security management framework by adhering to ISO/IEC 27001:2013 will perform the following
activities:

Gap review: As the !rst move toward implementation, either internally or with the assistance of an impartial information technology specialist, a gap
analysis is conducted. A distance appraisal enables the company to thoroughly comprehend which standards and controls it complies with and which
it does not.

Regeneration: If a company is not per speci!c standards or controls, it will improve the personnel, procedures, and technology to become compliant.

De!nition, Track, and Audit: The success of the ISMS must be continuously analyzed and checked for ef!cacy and enforcement and to !nd
opportunities to enhance internal procedures and controls.

Assessment process: A practical understanding of the lead audit procedure is needed for the ISMS at scheduled intervals and is also critical for
champions responsible for adopting and enforcing ISO/IEC 27001:2013 enforcement before performing a certi!cation audit by an external auditor
or agency approved to approve and classify an entity as ISO/IEC 27001:2013 compliant.

Certi!ed and identity veri!cation: During the Stage One certi!cation audit, the inspector will determine if the report complies with the ISO/IEC
27001:2013 speci!cation and will highlight any areas of non - conformity and future management system change. After incorporating the
appropriate adjustments, the company would be eligible for a Stage Two registration check. The auditor would perform a comprehensive evaluation
of the organization's conformity with the ISO/IEC 27001:2013 standard during a Stage Two audit.

Table 2 Security controls.

Data security policies: Establishing great information and rules for cybersecurity in compliance with company needs and relevant laws and regulations.

Data protection organization: Creating a framework for facilitating and monitoring the application of cybersecurity.

Performance appraisal: Checking that staff and vendors are mindful of and ful!ll their cybersecurity obligations before, during, and after work and
recognizing their obligations and are !t for the positions for which they are being chosen.

Integral gain: describe and specify the necessary protections, for example, the avoidance, alteration, elimination, or loss of information contained in
newspapers and any unwanted information.

Control monitoring: Ensure that access to information collection and processing facilities is limited and that permitted access to systems and resources
is guaranteed and prevented from unauthorized access.

Cryptography: checking that cryptographic knowledge is correctly and ef!ciently used to preserve information security, reliability, and honesty.

Environmental and physical safety: Avoiding unwanted entry to the organization's material and informational computing infrastructure, disruption,
and con"ict.

Protection of services: Providing proper and safe information management services activities.

Surveillance of information exchange: ensuring network safety and related information management services and ensuring security for information
sent within a company and to every external body.

Technologies procurement, growth, and servicing: Establishing that computer management is integrated with the lifecycle of information systems.
This provision often applies to computer structures that deliver utilities over open networks.

Performance framework: Making sure the company resources made accessible to suppliers are secured.

Control of computer protection incidents: Providing a transparent and ef!cient approach to risk management, including correspondence with threat
intelligence and vulnerabilities.

Components of operational processes relating to digital technology: Integrating cybersecurity continuity into an organization's Business Continuity
Management (BCM) processes.

Enforcement: Prohibiting violations of civil, constitutional, administrative, or statutory responsibilities and protection provisions relating to
information security, including compliance with applicable and compliance issues and conducting cybersecurity assessments.
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Julie Brill, Corporate Vice President and Deputy General Counsel for Privacy and
Regulatory Affairs at Microsoft, said:

“We thank the ISO/IEC Technical Committee for introducing this innovative privacy
standard so that companies of all sizes, territories, and sectors can easily protect and
monitor their data. As the next chapter in Microsoft’s dedication to extending protections
under the General Data Protection Regulation of the European Union to our customers
internationally, Microsoft Azure and Of!ce 365 will enforce the PIMS standard and
support our customers and collaborators in implementing this interoperable model.”

ISO 27701 CERTIFICATION BENEFITS:

! Assist in ensuring conformity with privacy legislation—such as the European Union’s
General Data Protection Regulation (EU GDPR) and domestic privacy laws and
regulations such as India’s Personal Data Protection Act (PDPA).

! Instill trust in partners and consumers—that you adhere to the strictest protection
requirements when handling privacy threats associated with PII.

! Well-de!ned positions and duties—for PII controllers and PII processors that are
accountable for PII processing.

! Minimize costs – with sensitive systems being disrupted and !nancial damages
associated with a violation.

PROBLEM STATEMENT
The automated forensic methodologies do not provide functionality for utilizing OSINT
knowledge since most models are built on obtaining physical hardware only. Adults and
teens both are embracing new technology and the usage of the Internet. One of the
fastest-growing online collaboration methods is sharing personal details to make sure the
researchers are aware of all this knowledge to be made accessible to them; a system needs to
be built for OSINT techniques such as social media.

Objectives and research question
This analysis discussed the following research question: Will OSINT be used for automated
forensic investigation, and is the information gathered permissible as proof in a legal
proceeding? To resolve this problem suf!ciently, the following sub-objectives should be
approached:

Q.1. Determine what evidence obtained from social media and Open-source intelligence
(OSINT) can advise a forensic analysis of!cer in an investigation.

Q.2.Develop a system that digital forensic experts may utilize when performing an inquiry
that involves using social networking services in part or entirely to collect evidence.

Q.3. Develop standards on what comprises a social networking platform and the kinds of
knowledge or facts accessed from these pages.
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Q.4. Discuss any shortcomings or dif!culties discovered by a digital forensic investigator
when performing a completely or partially forensic inquiry involving social media
platforms.

In answer to the research query, the researcher hypothesizes that the knowledge
collected from OSINT has valid signi!cance and may be used to support cyber forensic
experts.

RESEARCH METHODOLOGY
This section explains the study’s strategy and methods. The motives for using a conceptual
framework are discussed, as is the methodology for obtaining a random sample.
Additionally, this paper describes the process and resources used to capture and interpret
the results.

Investigative process
In 2001, as part of the DFRWS, a forensic protocol was established that contained the
following types of steps that experts believe should be taken while conducting a remote
forensic analysis (Palmer, 2001): Casey (2011) updated the most often used steps for
performing a thorough automated forensic examination and recommended that the
following steps be taken see Fig. 5.

Research strategy
It attempts to illustrate online analysis and gather information research on OSINT and
social networking techniques as data. Rather than treating humans as static units, we
consider their test subjects that merely respond to stimuli; we have been experimenting
on them. Other responses were offered in the report and, for instance, on the subjects of
the !ndings. However, it is all research-based, so there is no way to quantify most of
the data. The survey !ndings were examined, and a !rst quantitative analysis was
undertaken, followed by a qualitative evaluation of the outcomes (Saunders, Lewis &
Thornhill, 2009). when phenomena can be viewed as just as themselves, cross-over
phenomena can be used for studies or studied over a single timespan (Saunders, Lewis &
Thornhill, 2009, p. 155).

Data collection and analysis
An electronic sample of digital forensic professionals delivered the primary data used in
the questions used in this research. Participants may participate electronically; much of
the survey is completed by email or the Internet. The central part of the survey was
developed using rating questions, which are commonly used to solicit views. Using a
Likert-style scale, the researcher was able to conduct detailed observations and interviews,
the results of which were qualitative. When expanding the questionnaire, respondents
were asked to provide an answer or explain each assertion. They were then asked to answer
the agreement or disagreement with statements or statements, respectively (Saunders,
Lewis & Thornhill, 2009). More questions were asked to obtain additional details when this
response was provided to clarify previous answers.
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The survey was split into three sections: longitudinal data collection, social network
monitoring, and OSINT collection. The survey’s !rst segment focused on longitudinal
results. The details obtained from the questionnaires will provide the researcher with
information about the participant’s quali!cations, the number of years of experience
performing digital forensic investigations, the !eld they currently operate in, and,
eventually, their position in digital forensics. The second segment included concerns
about social media use. Participants were asked questions about utilizing social media and
how they use it while performing automated forensic investigations. This section is
essential for the researcher. The comments can help them gauge the researchers’
understanding of how social networking is used and how users feel during digital
investigations. Inquiries inside the third section included OSINT for the third time for
the study; survey respondents were asked whether they used OSINT in addition to or
whether it was done as part of an automatic investigation. Analysis techniques were
derived from the information which was required for OSINT use.

Survey participants
Only digital forensic professionals were included in the study’s sample category. A sample
questionnaire was emailed to 35 respondents. This sample population speci!cally
consisted of those who have attended advanced forensics seminars. All of them have
already shown their readiness to engage in the survey research. Despite the researcher’s
awareness of all respondents, the researcher performed the 20 questionnaires
anonymously. Just 9 completed electronic questionnaires were sent out of the original
75 sent. The test sample was entirely voluntary whenever someone got in touch with them
via text, they were informed of the following:

! The sample questionnaire will be con!dential, and the identity of the applicant will not
be revealed in the study;

! They might avoid the research altogether if the questionnaire were too distressing; and

! All participants would obtain the results upon request.

Participants’ demographic information
Tables 4 and 5 show the demographic questions and characteristics of the study
population. We had information regarding their educational institution, working area, and
the number of years they have been in the !eld for respondents. They said that they are in
charge of a digital forensic project with different degrees and career titles.

Figure 5 Research investigation process. Full-size !DOI: 10.7717/peerj-cs.810/!g-5
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In our survey, a various questionnaire was asked to the participants, and some the
questions are given below:

Analysis of survey questions
Usage of Social Media to obtain Speci!c Information On a scale of 5 (strongly agree) to 1,
participants were asked to evaluate the extent of their belief that social media sites could
help modern forensic investigators recognize certain types of information (strongly
disagree).

Responses (n = 9) to whether social networking platforms can help digital forensic
investigators obtain speci!c types of evidence. Participants generally agreed that social
networking sites could assist digital intelligence of!cers in developing all but two kinds of
evidence presented (Fig. 6).

! 67% of respondents were unsure if social networking platforms could assist in crime
prediction.

! 61% of participants were unsure if social networking platforms could aid in identifying
illegal activity.

Table 4 Demographic questions.

1. What is the highest level of Education?

2. How many years of forensic experience do you have?

3. In which industry are you currently working?

4. Which role best describes you?

5. Country of your performance?

6. Are you comfortable with social media investigations?

7. Which social media app do you use most frequently?

8. De!ne OSNIT in one line?

Table 5 Respondents’ demographic information (n = 9).

Participant Location Highest tertiary
quali!cation achieved

Industry Current digital
forensics role

Are you comfortable
with social media
investigations?

Years of digital
forensic experience

1. Australia Honor degree Education Consulting Yes 3–5 years

2. Kenya Bachelor’s degree Finance Corporate Investigator Very much 8–10 years

3. South Africa Master’s degree University Forensic expert Extremely high 10–12 years

4. New York Engineering degree Software agency Consultant Neutral 4–5 years

5. Britain Diploma in computers Government agency Corporate investigator Very comfortable 6–8 years

6. India Professional certi!cation Consultant Insurance Neutral 3–5 years

7. Singapore Diploma College Computer expert High 6–8 years

8. USA Bachelor’s degree Information Technology Forensic expert Pretty sure 4–5 years

9. Germany Doctorate’s degree Law Enforcement Cybercrime expert Extremely high 9–12 years
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According to the LexisNexis (2012) Study, the top three applications of social media for
criminal investigations are “identi!cation of persons and places, the discovery of criminal
behavior, and !nally, proof collection” (LexisNexis, 2012).

According to a law enforcement of!cial surveyed by LexisNexis in 2012, social
networking sites aided crime prevention. Through launching an inquiry through
Facebook, the of!cer believed they had averted a “Columbine-style shooting.” There was
suf!cient evidence that the warnings were genuine, and further investigations revealed
that a student was in the process of buying weapons and intended to harm others
(LexisNexis, 2012).

My social networking sites’ tools
The availability requirements attempted to decide which digital forensics specialists used
while conducting social media digital forensic analyses.

Responses (n = 9) to which techniques are utilized when conducting automated forensic
investigations via social media. Internet Evidence Finder (IEF) is a proprietary piece of
software and, using the information available over the Internet, is effective in restoring
thousands of Internet-related objects. And is used by 61% of participants in a poll. IEF is a
dependable tool since it can extract information from social networking sites, webmail,
online computing, web traf!c, and many other sources.

On the Internet, there is a tool for locating evidence. Vulnerabilities in Google The
Malthusian theory Network examinations Python scripts for web crawlers Application for
searching details using Cacheback Bulk Extractor Google hacking, for example, entails
utilizing the Google search engine in conjunction with various search operators that have
de!nitions exclusive to the Google search engine (Long, 2008). When a search operator
such as “!letype: pdf” is used, Google can return results that include websites that use
the text extension pdf. When doing an Internet search for a particular pdf text, this search
is bene!cial.

According to Bradbury (2011), search engines are a valuable instrument, and Google
hacking is a valuable technique. Another useful Google trick is “cache: website,” which

Figure 6 Analysis of survey questions. Full-size !DOI: 10.7717/peerj-cs.810/!g-6
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returns a cached version of a website, applicable when searching for an outdated version of
a website. Half of those interviewed said they had used Google Hacks. Maltego, an OSINT
and forensics app, is used by 44% of respondents (Fig. 7). Maltego is a program that
analyzes and visualizes data relationships. Running data from the social networking tool
LinkedIn fromMaltego, for example, produces results such as memberships in other social
networking sites and contact details, depending on which the LinkedIn pro!le user has
supplied this information (Bradbury, 2011). Maltego’s capacity to browse the Internet for
important details such as email addresses is another useful function (O’Connor et al.,
2010). When a user enters a name and surname into the Maltego email search feature, the
site is searched for all email addresses that include the entered name and surname.

Netanalys, a data collection and analysis platform for different Internet browsers, 22%
of those surveyed. The program is valuable since it can download Internet history and
cache data from a variety of browsers. Python is known as a hacker’s programming
language because of its ease of use. TIC serves as an excellent software for the
implementation and dissemination of speci!c tactics. It is often considered compliant with
various specialized platforms, allowing every army mod to build its levels or mods
(O’Connor, Stewart & Smith, 2013). According to respondents, one-third of those who use
Python for automated tools in-network investigation use social networking as their
primary method. As done in a script that uses the Twitter APIs for data recovery in digital
forensics, retrieve helpful knowledge is used for testing and scraping Twitter as the details
contained in Twitter data extraction buttons (API).

Python scripts may be used to retrieve any content, including users’ tweets and
retweets and geographic position (O’Connor, Stewart & Smith, 2013). In Appendix, there is
a Python script for the python method that searches Twitter for the positions of new
and retweets. Crawdads may also be referred to as web spiders or scrapers, based on the
feature under consideration. Clough de!nes search engines as browser software that
reviews different websites, retrieves details, downloads !les, positions them in a database
section, and stores all information on internet pages.

Figure 7 Use of search engines. Full-size !DOI: 10.7717/peerj-cs.810/!g-7
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Web crawlers, like web spiders, are often used by hackers to obtain email addresses from
the Internet. Only 1 in 7% of respondents found evidence of web-seeking software to be
relevant during a digital forensic investigation. Cashback is an internet investigation
program for multilingual web searching, analysis, originally called Expando, is now
known as Cacheback, and can even look for security details in web browsers. XIT can
retrieve the background of several web browsers and caches it to be presented on a new
page and helps the investigator display the Internet history connected to it. Approximately
two-in-of-ten respondents answered, “expand upon,” or two out of every 10 responded,
“add to” An email address and username.

URL gathering utility is a function that can also extract account information for
automated forensic purposes. The bulk extraction tool may also accept data from a
hard disk (an investigator’s hard drive, a memory card, or camera) and media connected to
it. Bulk extractor’s most signi!cant power resides in its ability to inspect numerous
drives or images, which is why the application uses multiple scanners (Gar!nkel, 2013).
only 11% of the respondents said they used a bulk extractor when involved in automated
forensic examination.

Although there are several methods of using Twitter’s open-source elements, you can
make an application around a system that meets the speci!cations of the Twitter
searchable terms of use so long as the original developer stays in compliance with the terms
of use. Malte is pro!cient in API (or application programming interface) requests.
The functionality in Malgo helps anyone !nd tweets on the Internet by providing Malte
consumers with the user’s current location, tweet data, and retweet information. Search
results for an individual or the Twitter photos, media often apply to their Twitter
account are made available for Malgo’s followers through the platform’s image search
feature. The API that allows users to retrieve tweets and locations also creates scripts that
retrieve tweets and positions. Only 6% of respondents mentioned they have ever searched
social network applications in their social networking investigations (Fig. 8).

Figure 8 Views about the forensic investigation. Full-size !DOI: 10.7717/peerj-cs.810/!g-8
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The most famous social networking sites
How do prosecutors use social media to increase their understanding of the case’s
background to !nd and obtain and organize help material for their investigative details?
Respondents (n = 9) were asked which social network networks they most commonly
utilized while conducting an inquiry (Fig. 9).

A total of 83% of respondents use LinkedIn to collect evidence for an inquiry. Aside
from the obvious things, including an email address, geolocation, and marital status, a
LinkedIn pro!le provides a wealth of details regarding the person. LinkedIn is primarily a
professional networking platform; it includes details about an individual’s job title,
previous employer, and educational institution. Additionally, it suggests potential
associates (Bradbury, 2011).

As of July 27, 2014, there were roughly 1.32 billion Facebook members, with an
average of 4.75 billion things posted every day, according to Facebook’s main facts12.
A total of 78% of those polled claim they use Facebook for study purposes. When
performing interviews for the (LexisNexis, 2012) report, law enforcement of!cers found
that the most often used personalized social networking platforms, such as Facebook
and YouTube, are personal social networking accounts. LexisNexis (2012), 56% of
respondents used Twitter in their inquiries. Twitter can show who follows a particular
user associated with a Twitter handle and follows the Twitter account itself. This
information is especially bene!cial if an individual’s interactions with other individuals
or organizations are being monitored. Twitter was used in 2011 to rally a group of
Twitter users to plead for assistance in sweeping up the streets after the 2011 London
Riots. YouTube is a popular website for video sharing where 22% of users registered.
A participant in the LexisNexis (2012) police study con!rmed that YouTube helped in the
active arrests of gang members have produced a recruitment video and increased
gang-related activity Thesaurus.

Instagram is a social networking site that a web application on smartphones can access.
Users may use Instagram to post videos and images. Users of Instagram would also share

Figure 9 Internet sites and social networking. Full-size !DOI: 10.7717/peerj-cs.810/!g-9
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photographs and videos on Facebook and Twitter; 17% of respondents use Instagram for
testing purposes. Eleven percent of respondents use Foursquare, a social networking
platform that enables users to log in and share their current position with others.
Google Plus is a social networking site run by Google. Google Plus, which 6% of
respondents use, offers a network for networking and storage. Pinterest is a social
networking site that 6% of respondents utilize. Individuals can build and post Pinboards,
which are digital bookmarks, on Pinterest. A Pinterest account can be connected to a
current Twitter or Facebook account, allowing users to update their Facebook and Twitter
mates if they add a new pin to their Pinboard.

DISCUSSION OF RESULTS
The study aimed to see whether social media and OSINT were effective in assisting digital
investigators. According to a survey, most respondents believe that social networks and
open-source intelligence will aid modern investigations in this endeavour. Second,
although the plurality of respondents (89%) agreed that knowledge gathered via social
media is useful, only slightly more than half (56%) agreed that information acquired via
OSINT networks is valuable. The two !ndings can be explained by respondents’ lack of a
clear concept of OSINT. Social networking is a distinct type of OSINT or because
responders are more comfortable in digital forensics, including their minds.

Additionally, suppose participants do not often use social networking services. In that
case, they can be confused about their different uses and features. These include guidance
for using social media sites and identifying which kinds of knowledge can be gathered
from these sources.

This aim is achieved by verifying their most widely used social networking accounts
during inquiries. LinkedIn is 44% the most often used social networking platform. One
possible reason for this decision is that browsing LinkedIn’s publicly available user pro!les
may not include a legitimate LinkedIn user. Though LinkedIn user accounts are freely
accessible, the information shown is dictated by the privacy settings chosen by the
proprietor. Because LinkedIn is marketed as technical networking and social networking
tool, pro!le owners may leave their pro!les exposed while searching for new job
opportunities. A LinkedIn pro!le contains the following types of information: pro!le
picture, work history, group participation interests, education level, and any personal
websites added by pro!le consumer. Several respondents mentioned utilizing social
networking sites to supplement their selection efforts. The research results also suggest that
only a limited proportion of respondents felt comfortable initiating social network
inquiries. This lower take-up rate could result from a lack of formal planning and
guidelines for performing such investigations.

There may also be concerns about social networking knowledge being treated as
secondary rather than proof, as digital forensics is primarily focused on presenting
indisputable details about the data being analyzed, primarily when the data is intended for
use in court. The proof will be considered facts if, through a warrant, the material is
retrieved from the social network, and the documentation is collected forensically, as the
respondents suggested. The respondents (89%) felt creating and making an OSINT toolkit
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available would be helpful. Besides, 83% of participants accepted that designing an
OSINT system for inquiries would be helpful. Because of the extensive usage of social
networking sites, respondents suggest an OSINT toolkit and system will be helpful for
investigations. Also, respondents are possibly conscious of the abundance of knowledge
accessible across numerous OSINT networks but are looking for advice or a tool to help
them conduct OSINT investigations. Investigators could have preferred to use established
tools and techniques, resulting in a need for a system or administrative scheme.

The internal or external digital investigation that is commissioned to be carried out
requires legal permission. In reality, each level of digital research should be authorized, and
therefore each procedure must be authorized. Authorization for law enforcement
investigations sometimes necessitates a search warrant or other legal permission based on
adequate evidence or suspicion. In most cases, search warrants are unnecessary for
business occurrences if adequate privacy rules are in place (Montasari et al., 2019). When a
suspect is interrogated to provide a password to a system under investigation, a digital
investigation is dependent on a physical investigation (Valjarevic & Venter, 2015). There is
a need to include interaction with the physical investigation because de!ning the
relationship between a digital investigation and a physical investigation is required to
preserve the chain of custody, preserve the integrity of the digital evidence, protect the
digital evidence from damage, and ensure an ef!cient investigation.

FUTURE RESEARCH AND RECOMMENDATIONS
There is a lot of analysis to be done in automated criminal operations using OSINT and,
more importantly, social networks. In this instance, Casey’s proof scale could include
OSINT. An OSINT source may be used as a reference point for gathering preliminary
research.

The drawback of this survey is the insuf!cient number of remote forensics experts
who participated. Despite sending two follow-up emails demanding the recipients’
inclusion in the study, only nine replies were obtained from a total of 35 digital forensic
practitioners. Despite this limitation, the paper implies that the research reported in this
paper is nevertheless relevant in the long run, as the information gained from forensic
practitioners was merely used to describe the status quo of OSINT use in digital forensic
investigations as a starting point for de!ning the framework for gathering evidence.
Despite this limitation, the author argues that the research reported in this paper is
nevertheless relevant in the long run, as the information gained from forensic practitioners
was merely used to describe the status quo of OSINT use in digital forensic investigations
as a preliminary step for de!ning the framework for !nding data.

LIMITATIONS
The major constraint to gathering open-source knowledge is the overwhelming amount of
digital data, the ever-growing number of information outlets, and the data’s unreliability.
As the advanced transition continues to integrate all facets of work and life, delving
through this massive mass of ordered and unstructured public records becomes
prohibitively tricky and repetitive. As a result of tremendous technological advancements
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and the breadth of Internet-based exchanges, OSINT has developed into a critical
component of any organization that wishes to examine the reach of online data that could
either cause harm to the enterprise or allow its successful synergy with exceptional
expertise.

CONCLUSION
From the study !ndings in this paper, it has been estimated that social media and OSINT
(open-source intelligence) outlets provide a rich supply of knowledge that helps
investigators do their work. The paper’s second goal was to develop a system that could be
utilized to perform inquiries concerning knowledge obtained from social networking
platforms. As mentioned in this document, three of the paper’s goals have been ful!lled.
Because of the increased usage of the Internet, innovative advanced forensic methods
have been essential. Much research on digital forensics and conventional forensics is
analyzed in the abstract. Are unsuitable for OSINT proof (Richard & Roussev, 2006).
because of the quantity of publicly accessible personal information in social networking,
the study results showed that a system for using OSINT is valuable. No guidance or
legislation exists for organizations to conduct automated investigative examinations
into social networking apps (Taylor et al., 2014). The study showed that valuable
knowledge is present on social networking platforms, and a guide was recommended for
digital forensic investigators. Based on the OSINT details, a digital forensic investigation
system was created, all the framework’s principles were established. Each theory was
explained in detail. Finally, a series was added to each theory outlining behaviour and
available means. This guide presented OSINT investigators with a blueprint for
performing their forensic studies. Additionally, the researcher also presented guidelines for
each framework phase. The main goal of the new system was to ensure an evidence-based
procedure that OSINT researchers could adopt in the future.
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ABSTRACT
Background: The bene!ts of requirements traceability, such as improvements in
software product and process quality, early testing, and software maintenance, are
widely described in the literature. Requirements traceability is a critical, widely
accepted practice. However, very often it is not applied for fear of the additional costs
associated with manual efforts or the use of additional tools.
Methods: This article presents a “low-cost”mechanism for automating requirements
traceability based on the model-driven paradigm and formalized by a metamodel for
the creation and monitoring of traces and an integration process for traceability
management. This approach can also be useful for information fusion in industry
insofar that it facilitates data traceability.
Results: This article extends an existing model-driven development methodology to
incorporate traceability as part of its development tool. The tool has been used
successfully by several companies in real software development projects, helping
developers to manage ongoing changes in functional requirements. One of those
projects is cited as an example in the paper. The authors’ current work leads them to
conclude that a model-driven engineering approach, traditionally used only for
the automatic generation of code in a software development process, can also be used
to successfully automate and integrate traceability management without additional
costs. The systematic evaluation of traceability management in industrial projects
constitutes a promising area for future work.

Subjects Software Engineering
Keywords Traceability, Model-driven engineering, Information fusion

INTRODUCTION
Traceability is de!ned by Drivalos-Matragkas et al. (2010) as the ability to chronologically
interrelate uniquely identi!able entities in a way that matters. This very general de!nition
pointing out the usefulness such interrelationships should have was later adapted by
Lago, Muccini & van Vliet (2009) with reference to the life of software artifacts. CMMI
(Team, 2010) de!nes bidirectional traceability as “an association among two or more
logical entities that is discernable in either direction”. A more implementation-oriented
de!nition is provided by the IEEE Standard Glossary of Software Engineering Terminology
(1990), in which traceability is referred to as “the degree to which a relationship can be
established between two or more products of the development process, especially products
having a predecessor-successor or master-subordinate relationship to one another; for
example, the degree to which the requirements and design of a given software component
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match”. This de!nition emphasizes the potential of traces in the requirements engineering
domain, where traceability had its origin.

Both academia and industry recognize the importance of traceability and it is widely
accepted that traceability can ease the maintenance of evolving software independently
of the software development process employed (agile, waterfall, model-driven, etc.),
particularly for large systems. Common software development company activities like
managing changes in requirements, re-planning projects or validating whether
requirements have been appropriately incorporated into software products all bene!t
from the ef!cient maintenance of requirement traces.

Traceability is strongly recommended in industrial standards like CMMI, which
establishes a speci!c procedure (SP 1.4 Maintain Bidirectional Traceability of
Requirements) in the Requirements Management Process Area at Maturity Level 2.

However, traceability implementation in industrial projects is limited for fear of the
overheads it may involve. In practice, traceability often implies a qualitative improvement,
but one which is usually dif!cult to measure. The dif!culty of comparing software
development with and without traceability management under almost identical conditions
is also the main reason for the lack of systematic evaluations regarding traceability return
on investment (ROI).

To address the high costs associated with trace maintenance and reconstruction
throughout the entire life cycle of the software product from inception to deployment and
subsequent maintenance, the present research focused on reducing the efforts required to
achieve traceability, the ultimate aim being to obtain traceability almost “for free”.

The approach was to generate and maintain traces automatically during modeling
phases, without the need for additional work by software engineers/developers. These
automatically created traces are used to generate trace artefacts and provide information
that can be passed from one phase to another one. This way, it is possible to trace
how requirements are handled in the analysis stage and how they evolve in subsequent
design stages. This approach is based on the Model-Driven Engineering (MDE) paradigm.
In this regard, traceability is reduced to the management of traces between models used
in the software development process; models that belong either to different levels of
abstraction or, in some cases, to the same level (so-called vertical and horizontal traces).
This paper describes how any methodology can be enriched using such an MDE-based
approach to traceability—a procedure that has to be carried out just once by the
methodology expert, or, exceptionally, more than once if the methodology is improved.
This approach also requires a traceability support tool: i.e., a tool that can store trace
links according to trace rules, monitor traces if source or target models are changed, and
display warning and error messages in case of con"icts.

The application of such an approach to traceability management is, then, clearly a
task that has to be de!ned and implemented by the methodology expert. Once integrated
in the tool, it will be transparent to software developers, who will only see a monitoring
mechanism for dealing with trace con"icts. A requirements traceability matrix can be
used to manage traces between functional requirements and test cases, design
speci!cations, and other artifacts.
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The paper provides a theoretical foundation and describes how the approach was
integrated into an existing methodology. The integration of trace creation, monitoring and
maintenance into any existing model-driven software development methodology and
its tool suite is illustrated using the Navigational Development Techniques (NDT)
(Escalona & Aragón, 2008) for the development of web applications. Traces were
created and monitored completely automatically. One pre-requisite for automation is tool
support based on trace rules. These trace rules need to be de!ned only once for each
methodology. From time to time, monitoring-based model maintenance may require
decisions to be taken by the developer, but only if inconsistencies arise in the models.

The approach described was used in several industrial projects, including iMedea
(G7 Innovation, 2021) in the healthcare sector, DILECO (2021) a European H2020 project
in the aerospace sector, and SAGE (2021, https://investigacion.us.es/sisius/sis_proyecto.
php?idproy=29761), focusing on electromobility in a Smart-City ecosystem. Part of the
iMedea project is described in this paper to illustrate how the approach automates the
generation of traces and supports their management.

The paper makes the following contributions:

1. A generic approach to MDE traceability that explicitly includes a tracing mechanism.

2. Extension of a methodology by trace and change management.

3. An example of its application in a real context.

The article is structured as follows: “Materials and Methods” provides an overview of
the materials and methods involved in traceability concepts and the challenges they pose.
It also looks at related works in the !eld of traceability, focusing on model-driven
approaches with (semi-) automated tool support and their use in real industrial projects.
“Results” presents the results obtained, which are a theoretical framework for requirements
traceability based on the MDE paradigm and its integration into an already existing
methodology, implemented and validated in its tool suite. The framework includes a
metamodel and an extension of the development process. “Discussion” discusses the
approach and “Conclusion” concludes with plans for improving it further.

MATERIALS AND METHODS
Traceability challenges
Since the 1990s, the advantages and problems of traceability have been discussed in
several academic works, including the surveys of Gotel & Finkelstein (1994) andWinkler &
Pilgrim (2010) and the articles of Haouam & Meslati (2016) and Charrada et al. (2011).
The !rst, a cornerstone paper in requirements traceability research, identi!ed the main
problems of requirements speci!cation. The second highlighted the gap between industrial
needs for traceability integrated within the development process and existing academic
proposals. Haouam & Meslati (2016) focused on the automated generation of traces but
also on the updating and maintenance of (semi-)automated traces, while Charrada et al.
(2011) proposed a benchmark for traceability covering artifacts typically produced in
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software system development processes and also end-to-end trace links. For further
discussion of related works, the reader is referred to the next section.

At this point, it would be useful to illustrate the importance of traceability with an
example application from the iMedea project, a software solution for clinical history
management in human reproduction environments. An excerpt of this application is
shown in Figs. 1 and 2. A team of analysts is de!ning the requirements for a new medical
system to be developed in a European country (for example, Spain). In this requirements
phase, the requirements engineer and the health experts establish that for each patient
the system has to store their name, surname, national health identi!cation number (NSId)
and birth date (as well as other information). This requirement could be modelled as a
storage requirement or object, like the one shown in Fig. 1.

During analysis, such a requirement will be modelled as a class in which to store the
patient’s information (identi!ed in Fig. 1 as CL-01). In the design phase, the database
designer also creates a table to store the corresponding information (TL-01). A
programmer can later create, for instance, a Java class to support this class at code level
(PatientJavaClass). There is evidently a connection between these four artifacts. In fact,
each of them is derived from the one preceding it. Traceability means the capability of
the software development tool to remember this kind of connection and use it to guarantee
the coherence of the software artifact.

Going one step further, once the medical system has been initially deployed and
implemented, changes in regulations make it necessary to store not only the national
health identi!cation number (NSId) but also the European health identi!cation number
(EUSId) for foreigners. The personal information requirement therefore changes, but so
does the class at the analysis level, the table in the design level database and the code in the

Figure 1 Excerpt of sample application. This image presents an example to illustrate the traceability of a storage requirement in the analysis and
design phase. Full-size !DOI: 10.7717/peerj-cs.817/!g-1

Escalona et al. (2022), PeerJ Comput. Sci., DOI 10.7717/peerj-cs.817 4/31

http://dx.doi.org/10.7717/peerj-cs.817/fig-1
http://dx.doi.org/10.7717/peerj-cs.817
https://peerj.com/computer-science/


Java class, as can be seen in Fig. 2. If requirements are not traced, a simple change like this
may imply the dif!cult task of analyzing which artifacts of the system are involved. A real
software system has a high number of requirements, attributes, relationships, etc., so
traceability is critical in order to guarantee consistency in software products.

Traceability is today also seen as a method for managing relationships between artifacts
other than requirements (Winkler & Pilgrim, 2010): for example, for software
maintenance, for evaluating the effect of a change or for calculating software costs. It
makes it possible to assess the global impact of a change or a decision, i.e., to trace its effect.
In an enterprise, traceability is a resource that helps to ensure software quality (Team,
2010).

Despite its advantages, however, traceability is not widely used in enterprises, or at least
it is not considered a key factor (Cleland-Huang, 2006). Antoniol et al. (2017) analyzed why
this is the case and came to the conclusion that traceability research should focus on the
following challenges in order to make traceability useful in industrial projects:

! Ch.#1. Automatic generation of traces. In industrial projects, cost is a relevant factor.
If traceability produces additional cost, it is dif!cult to incorporate into software
methodologies. In enterprises, the generation and maintenance of a trace model should
therefore be automatic, or at least automatic enough to guarantee no impact on project
costs.

! Ch.#2. Tool support for trace model maintenance. This should (a) guarantee trace
integrity in order to ensure that models are always updated, (b) offer mechanisms to

Figure 2 Changing requirements of the sample application (Excerpt). Example of traceability of Fig. 1 with a little change. It helps to illustrate the
importance of the traceability management. Full-size !DOI: 10.7717/peerj-cs.817/!g-2
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easily identify and classify types of changes and their impact on the trace model, and
(c) provide effective trace model management mechanisms that aid strategic decision-
making regarding the pros and cons of introducing changes.

! Ch.#3. Return of investment (ROI) measurement. Indicators or metrics are required to
measure ROI—a key factor in industry, and especially in the use of trace models.

! Ch.#4. Demonstration of the bene!ts of traceability in real examples, managed by real
users. This requires close collaboration between academia and industry. In this regard,
academia should avoid the use of non-real examples.

These challenges provided the inspiration for the present study. They concur with those
identi!ed by Tufail et al. (2017) in a survey which included ten challenges that could
also be interpreted as traceability problems. This paper focuses on those challenges that are
the most relevant to industrial applications, such as poor tool support, lack of guidance and
commitment, and the different viewpoints of stakeholders. Challenges are further
discussed in the section on related studies.

Related work
The following research lines are relevant to the objectives of this study: (1) analysis of
traceability challenges, (2) metamodeling traceability, (3) integration of automated trace
management in model-driven engineering (MDE) tools, and (4) use of traceability in
real software development projects. These lines cover similar aspects to those included in
the characteristic schemata of the systematic mapping study conducted by Vale et al.
(2017) for traceability in the area of software product lines. The present review opted
not follow systematic guidelines and is not limited to one speci!c area of software. To the
best of our knowledge, none of the currently existing approaches covers all these aspects or
has a proven track record of providing a “low-cost” approach for automating MDE-
enabled requirements traceability in several real software development projects.

A. Traceability challenges
The work presented by Gotel & Finkelstein (1994) is a cornerstone paper in requirements
traceability research. Its authors describe the main problems of requirements traceability,
including the lack of a common understanding, the need to allocate time and
resources, and the gathering and maintenance of trace information.

Rempel & Mäder (2016) also focus on traceability dif!culties, providing an assessment
model and a comprehensive classi!cation of possible traceability problems and assessment
criteria for systematically detecting those problems.

A more recent literature review was carried out by Tufail et al. (2017). This review
focused on requirements traceability techniques, models, and tools, offering detailed
analysis and comparison and providing a set of comparative tables. It distinguished,
among other things, between traceability metamodels, traceability process models and
traceability information models. The work included a general list of 10 traceability
challenges, and a more detailed analysis of traceability tools.
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The present article focuses on the way its proposed approach could address traceability
problems and challenges and overcome what are ostensibly the most relevant challenges
identi!ed in the above-mentioned papers, namely: the automatic generation of traces
(Ch.#1), tool support for trace model maintenance (Ch.#2), return of investment (ROI)
measurement (Ch.#3) and demonstration of the bene!ts of traceability in real examples
managed by real users (Ch.#4).

The ef!cient management of traceability is another key factor to consider when
combining data from different sources to generate more complete, improved and more
accurate information. As such, it is also critical for information fusion. For information
fusion to be successful, it is necessary to know the origin of the information in order
to trace it in case of any change in the future. Trace management tools are therefore critical
to guarantee the correct maintenance of fused information.

B. Metamodeling traceability
Several metamodels have been published during the last two decades covering different
aspects of traceability, and in particular related to requirements traceability. As in the
metamodel comparison of Carniel & Pegoraro (2018), in the present study a set of criteria
were de!ned for comparing the metamodels relevant to the objectives in question.
These criteria include support for: (1) textual, graphical and/or model representation of
requirements, (2) associations between traceable elements, (3) horizontal and vertical
traces, (4) de!nition of an algorithm or rules, (5) trace maintenance (6) change impact
analysis.

Most research and most metamodels in the !eld of traceability (e.g., Haouam &
Meslati, 2016; Walderhaug, Hartvigsen & Stav, 2010; Sousa et al., 2008; Goknil, Kurtev &
Van Den Berg, 2014) have to date focused on the creation of traces, i.e., on aspects (1), (2)
and (3) above, but have neglected monitoring and maintenance, i.e., aspects (4), (5) and
(6), which are the focus of the present work (see Fig. 3). The main approaches to
traceability maintenance (Briand, Labiche & Yuea, 2009; Boronat, Carsí & Ramos, 2005;
Cleland-Huang, 2006; Kassab, Ormandjieva & Daneva, 2009; Drivalos-Matragkas et al.,
2010) are brie"y discussed below.

Drivalos-Matragkas et al. (2010) graphically represent a tracing metamodeling language
that covers tracing and maintenance concepts in a manner similar to that of the
metamodel envisioned in the present study. Their approach, however, is state-based,
unlike that of the present study, which is event-based and focuses on the detection of
dangling links.

Briand, Labiche & Yuea (2009) focus on changes between two versions of a UML model
(vertical traces only) and analyze the impact of those changes using formally de!ned
impact analysis rules (written in Object Constraint Language). Traces between model
elements are not included as !rst citizens in their metamodel.

Boronat, Carsí & Ramos (2005) had as their objective to provide generic traceability
support to solve speci!c problems such as change propagation. Their metamodel provides
a metaclass manipulation rule for each trace link, but change management is not included
at metamodel level.
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Cleland-Huang (2006) propose an event-based approach to traceability maintenance
using observation to detect changes in the requirements models. These observes check
then potential changes in the trace links. Potential changes in the trace links are then
checked Unfortunately, this work provides no graphical representation of the approach.

Kassab, Ormandjieva & Daneva (2009) consider the tracing not only of functional
requirements (FR) but also of non-functional requirements (NFR). Their metamodel
includes metaclasses for both types of requirements and their associations, but metaclasses
for change management are missing. Instead, they opt for XML-based representation and
XQuery implementation for traceability management.

C. Integration of automated trace management in MDE tools
Traceability integration in a model-driven approach requires the de!nition or extension of
metamodels and transformation rules for the automated generation and analysis of
traces. The work involved in establishing these de!nitions is limited and required
only once for each tool supporting a development methodology. The advantages of
using a model-driven engineering approach are widely documented in the literature
(Winkler & Pilgrim, 2010; Escalona et al., 2007; García-García et al., 2015). In particular,
Winkler & Pilgrim (2010) provide an overview of research and practice in traceability
and requirements engineering focusing on use of MDD for trace generation.

Figure 3 Traceability metamodel. This metamodel presents our approach for the traceability. It is
divided in three sections: context model, trace model and monitoring model.

Full-size !DOI: 10.7717/peerj-cs.817/!g-3
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The information presented is classi!ed into four categories: basics, working with traces,
practice, and solutions. The work addresses the generic use of traceability information, its
visualization, and its usability, but does not address the exchange and analysis of such
information.

Cleland-Huang (2006) focused on links between, on the one hand, textual documents
and models and, on the other, documents and code.Walderhaug, Hartvigsen & Stav (2010)
instead propose a generic MDD traceability solution based on guidelines and templates.
The links proposed by Cleland-Huang (2006) are generated automatically but require
acceptance or rejection by the users of the proposed tools. The main issues are the amount,
granularity and quality of the links generated, so the authors discuss a set of metrics for
evaluating the effectiveness of automated traceability. Although the amount of trace
links generated in their approach is limited, the problem remains of how to maintain a list
of links that may have become outdated due to the modi!cation of artifacts.

In contrast to these approaches, Briand, Labiche & Yuea (2009) present a horizontal and
vertical traceability impact analysis based on metamodeling and OCL constraints.
Their metamodel includes tracing and monitoring concepts similar to those in the
present study, but is dependent on the type of representation selected for the concepts
(UMLDiagram and ClassDiagram, for example). However, this proposal focuses
exclusively on change impact analysis, ignoring other traceability-related practices.

As part of the AMPLE project, Anquetil et al. (2010) presented a traceability metamodel
focusing on trace links, trace context and model artifact types, while Goknil, Kurtev &
Van Den Berg (2014) presented a metamodel that relates requirements and architecture
models through traces (the approach proposed in the present study is even more
generalizable than this, as it has no restrictions regarding model types). Traces are
generated automatically but in an iterative process. The associated tool, which supports
generation and validation, is based on model transformations in ATL and term rewriting
logic in Maude. Another formal approach based on Maude is that adopted in a MOMENT
project that uses QVT for model transformations and OCL constraints (Boronat,
Carsí & Ramos, 2005) for the de!nition of generic operators. Haouam & Meslati (2016)
describe a traceability maintenance approach based on model comparison, change
detection, classi!cation, and link evolution. Here, traces are generated automatically and
the updating process is (semi)-automatic.

D. Use of traceability in real software development projects
Reports on the use of traceability in real software development projects are dif!cult to
!nd. Many approaches are illustrated using textbook examples, as is the case of
Walderhaug, Hartvigsen & Stav (2010) and Briand, Labiche & Yuea (2009). In contrast,
the approach proposed in the present study has been used in several real software
development projects. A systematic evaluation is not included in this paper as it is still
work in progress.

The present approach also differs from that of Walderhaug, Hartvigsen & Stav (2010),
who focused on a conceptual solution for tool integration and implemented a set of
plug-ins for the Eclipse platform using Rational Software Architecture (RSA), insofar that
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its goal was to facilitate the extension of development tools without using complementary
tools.

The survey by Winkler & Pilgrim (2010) focuses on traceability in the areas of both
MDE and requirements engineering. The authors mention the gap between industry and
the solutions proposed by academic researchers, and highlight the need to support
traceability as part of development processes.

One interesting work on best practices for the establishment of automated traceability in
enterprises is that presented by Cleland-Huang (2006), in which the following criteria were
established to make automated traceability possible in industry: the establishment of an
appropriate environment, the creation of traceable documents, and automated trace
processes. The second criteria is not relevant for an MDE approach.

Haouam & Meslati (2016) validate their work with a study focusing on two research
issues: the reduction of the manual effort required to generate and maintain traces, and
maintenance quality in comparison with manually maintained traces.

RESULTS
Supporting traceability
Model-Driven Engineering techniques are mainly used for the automatic generation of
code in the software development process (Hutchinson et al., 2011). MDE also plays an
important role in other software engineering areas such as software testing, supporting
the generation of test cases. The aim in the present study was to demonstrate the potential
of MDE in terms of traceability, since it allows traces to be recorded as a by-product of
model transformations.

A. Building upon an MDE approach
The Model-Driven Engineering paradigm consists of raising the abstraction level of
software development. It is based on models, transformations, and appropriate modeling
and transformation languages. Models are the key artifacts during de!nition, design,
implementation, and deployment. There are two kinds of modeling: metamodeling and
design level modeling, corresponding to two different levels of abstraction and providing,
respectively, abstract and concrete syntaxes.

At !rst glance, this would appear to introduce a high degree of complexity, but that is
not the case. Source and target metamodels de!ne the relationship between concepts
and need to be modelled only once. In the same way, model transformations are only
de!ned once, unless the metamodel changes.

At design level, target models are generated automatically from source models, which
are constructed on the underlying source metamodel. This means that additional modeling
efforts are not needed, no matter how many models the transformations are applied to.
Following the same principles, traces can be recorded during the transformation-based
process which generates the target models. A set of traces constitutes a trace model, which
can be generated automatically once the tracing rules are established: i.e., once the
relationships between software artifacts of the same or different levels of abstraction are
known.
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The present study focused on bidirectional traces, traces going both backwards and
forwards: i.e., from the origins through development and speci!cation to subsequent
deployment and use, and back to the initial requirements. It also distinguished between
vertical, horizontal and evolution traces. Vertical and horizontal traceability refers to
relationships between software artifacts at different or the same levels of abstraction and is
also known as intra and inter traceability. Evolution traces are links that indicate different
versions of the same software artifact. Examples of traces are shown in Fig. 4.

To implement an MDE approach (Brambilla, Cabot & Wimmer, 2012; OMG, 2021,
https://www.omg.org), metamodels are represented using different languages, such as the
Uni!ed Modeling Language (UML) and Domain Speci!c Language (DSL). The languages
most frequently used to specify transformations are Query-View-Transformation (QVT)
and the Atlas Transformation Language (ATL). Modeling and metamodeling activities are
supported by frameworks like Eclipse or UML CASE tools like Enterprise Architect or
MagicDraw, while environments like SmartQVT and EMF (Eclipse Modeling Framework)
for ATL can be chosen to support the transformations and the tracing process.

There are different ways to represent traces. One of the most commonly used
techniques is the traceability matrix (TM). More challenging issues are how to maintain
consistency in the TMs required for the target models in case of changes in the source
models and the implications that changes in the target models may have for the source
models. It is always possible to completely regenerate target models and TMs, but this
solution is neither economic nor possible if the target models have been adjusted.

The following sections describe the proposed MDE approach. It is an approach that
goes beyond the automatic generation of target software to actually document all traces
resulting from the generation process, and manage those traces in order to discover and
repair inconsistencies and identify con"icts when source or target software models are
modi!ed.

The approach is described at three different levels of abstraction: (1) a general
theoretical level, independent of speci!c software development techniques and
technologies, (2) a practical, methodological, level that is tool-dependent but project-
independent, and (3) a project-related example.

For the theoretical level, a metamodel was developed which describes relationships in an
MDE-based approach to traceability management (see Section B below). The practical
and project-related levels are presented later, in the Tool Support for Model-Driven
Traceability section.

B. Metamodel for traceability
Traceability management comprises the creation and maintenance of tracing models.
Maintenance refers to changes in the models of the different software development phases.
A (semi)formal speci!cation of this traceability management approach was obtained using
metamodeling as the description technique.

The proposed metamodel is similar to several existing metamodels mentioned in the
Related Work section. However, it differs in its explicit metamodeling of the traceability
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mechanism and the change management elements. These are represented by the
metaclasses TraceRules, Change, Warning and Error (see Fig. 3).

The key aspects in traceability management are identi!cation of products from the
speci!c contexts to be traced and the creation and monitoring of the traces detected. These
aspects are represented in the metamodel shown in Fig. 3 as context, tracing, and
monitoring models, represented in turn by the UML classes ContextModel, TraceModel
and MonitoringModel.

Figure 4 Excerpt of relationships between model elements. This model presents an example of our metamodel instanciation. It includes
requirements models, concretelly: functional requirements, IFM, Functional tests and mockups. Full-size !DOI: 10.7717/peerj-cs.817/!g-4
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Although colors have no semantic value in UML models, they are used in Fig. 3 to
visualize the different aspects addressed by the metamodel: the context— that is to say, the
models of the software development process (requirements, design, testing…)—is depicted
in yellow, the traces in orange, and the monitoring of the models’ evolution in green.

The trace model is modelled as a composite of trace links relating elements of a
source context model (for example, a requirement use case model) with the elements of a
target context model (for example, a class model in the design phase). The related elements
in the context model are the so-called “traceable” elements in the metamodel. These
concepts are represented in the metamodel by the classes TraceableElement and
TraceLink.

The relationship between source and target elements is based on prede!ned trace rules,
which are explicitly metamodeled by the class TraceRule. Although denominated rules,
they may comprise any type of algorithms for the creation or checking of traces.

TraceableElement describes any artifact in a context model and is identi!ed by its
attribute name. In the example of the patient (Fig. 1), for instance, a TraceableElement
might be the storage requirement (SR-01), the class (CL-01) or the database table (TL-01),
but also their attributes.

TraceLink and TraceRule are characterized by an ID and the de!nition of an algorithm.
Every TraceLink has at least one source and one target TraceElement. TraceLink(s) for a
software system are generated based on the TraceRule(s) de!nition for a speci!c
methodology. A trace rule provides a formal description of the relationship between
different elements of metamodels. In the example of the patient, a TraceLink would
therefore be the relationship between the Patient Storage Requirement (SR-01) and the
Patient Class in the analysis model (CL-01).

The proposed metamodel supports bidirectional TraceLink(s). Source and Target
represent the directions in which transformations are executed to create the links. Vertical
and horizontal links are both supported, depending on whether Source and Target belong
to different versions of the same model or to different models.

Each context model consists of a set of traceable elements, while a tracing model
is the set of trace links. ContextModel is therefore speci!ed as a composite of
TraceableElement(s), and TracingModel as a composite of TraceLink(s) and TraceRule(s).

The proposed metamodel includes explicit change management, indicating the
impact changes have on the models. Context models are therefore monitored to detect
changes in their traceable elements. Changes imply the need for traceability maintenance
0. Each modi!cation of an element in a source context model is analyzed and may
result in the automatic modi!cation of the target context models and, if possible, of
the corresponding trace links. Similarly, changes in a target context model may have
implications for the source models. In both cases, a warning message alerts the user about
the changes. If a con"ict cannot be resolved, i.e., adjustments cannot be uniquely identi!ed,
an error message will be generated since a user decision is required.

In the example cited previously, the inclusion of the new European Health Identi!cation
Number attribute in SR-01 causes a change in both the class and the table because it
requires a new attribute to be added to each of them.
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The concepts described above regarding the monitoring and evolution of models are
included in the traceability metamodel as a set of metaclasses and relationships.
Unlike existing traceability metamodels, the proposed metamodel explicitly models the
impact of changes, including those in the MonitoringModel, Change, Warning and
Error classes. An error indicates that the associated trace link is no longer valid and
constitutes a special instance of warning, so the relationship is speci!ed as an inheritance.

Just as the ContextModel is speci!ed as a composite of TraceableElement(s) and the
TracingModel is speci!ed as a composite of TraceLink(s) and TraceRule(s), the
MonitoringModel is de!ned as a composite of Change(s).

C. Applying the MDE-based traceability approach
The traceability metamodel presented in the previous section is what is known in MDE
terminology as a platform-independent model (PIM); that is to say, it is independent of
the technology selected to develop the software. Even more importantly, it is also
independent of the methodology used for the software development. This means
that any model-driven software modeling methodology can implement traceability,
instantiating our traceability metamodel and implementing the automated generation and
monitoring of traces in the tool that supports the corresponding methodology.

This section describes a process for integrating traceability management in an existing
methodology M with tool support T. In this process, it is important to distinguish the
following roles:

! Methodology Expert is the person who manages or de!nes a concrete methodology M
and who will implement the extension of M in the corresponding tool in order to
support traceability.

! Developer is the person or team who uses methodology M and tool T to de!ne their
software projects.

The process of enriching methodology M with the proposed MDE-based traceability
approach is mainly an activity that has to be performed just once by the methodology
expert, or, exceptionally, more than once in the case of improvements to M. It consists of
the following steps. For a graphical overview, see Fig. 5.

1. Selection of the subset of artifacts in methodology M that tool T has to trace, and storage
of the corresponding information in, for example, a traceability matrix. These selected
artifacts are instances of Traceable Elements (see Fig. 3).

2. Identi!cation of the traces, based on the transformations observed between the artifacts
selected in Step 1. Using these TraceLinks, the methodology expert has to de!ne the
TraceRules. These rules establish which artifact A is traced with which other artifact B,
and its conditions, so that changing A necessarily implies modifying B to maintain
information consistency. These rules are in general transparent for the developer, who
uses the methodology M support tool to implement projects but has no knowledge of
the rules that are used to generate the traces.
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3. For monitoring, the process needs to identify the changes in TraceableElement(s) in the
models, and the consequences of those changes. It must then decide if an automated
solution of con"icts is possible: i.e., if a warning or error message should be
communicated to the developer. This is an event-based approach to traceability
maintenance.

4. The methodology M support tool then has to enable the management of Warning and
Error messages.

5. The methodology expert has to de!ne the way the MonitoringModel will be displayed to
developers, by selecting, for example, a traceability matrix.

To summarize, a traceability support tool has to be able to (1) store trace links according
to the trace rules in an appropriate format, e.g., a traceability matrix, (2) monitor the
traces if source or target models are changed, and (3) display warning and error messages
when con"icts are detected.

It can thus be concluded that the application of the proposed traceability management
approach is a task that has to be de!ned and implemented by the methodology expert.
Once integrated in the tool, it will be transparent to software developers, who will only see
a monitoring mechanism for dealing with trace con"icts.

Tool support for model-driven traceability
In this section, the proposed traceability management method is validated using
Navigation Development Techniques (NDT). As mentioned in “Applying the MDE-Based
Traceability Approach”, however, it can also be applied in other model-driven approaches
like UML-based Web Engineering (UWE) (Koch & Kozuruba, 2012), MockupDD
(Rivero & Rossi, 2013) and Web Modeling Language (WebML) (Brambilla & Fraternali,
2014).

The process presented in the previous section will be applied to integrate our
approach in the NDT tool suite. The approach could be integrated in the same way in other
software development tools, particularly in web application development tools. This
section also illustrates its application in one of the real projects that were developed using
the approach.

A. Brief overview
NDT is an MDE methodology that mainly focuses on web system requirements and
analysis. Well-accepted in the industry (Escalona et al., 2007), its tool is implemented as an
Enterprise Arquitect plug-in (García-García et al., 2015) and covers all phases of the
software development life cycle. The latest version of NDT was improved with Design
Thinking principles such as user empathy, early user incorporation, and the generation
of prototypes. It supports three main phases in the software development lifecycle:
conception, de!nition/design, and operation. Each of these phases is divided into a set of
activities, such as functional requirements, capture, or architecture de!nition.

In this paper, NDT is used to show how the proposed approach allows for an extension
of MDE-based software development methodologies integrating traceability support.
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The paper also shows how this traceability approach can then be used in enterprise
projects. It does not aim to present a complete description of the NDT lifecycle. In this
case, priority was given to the de!nition/design phase, focusing on three activities: design,
construction, and veri!cation and validation. The example shown corresponds to design
activity.

The team’s main tasks during this activity were to de!ne, analyze and design the
following set of models for the future system:

! Functional Requirements, represented as a set of use cases that can be enriched with
activity diagrams or scenarios.

! Conceptual Models, for the static view of the system.

! Mockups, to represent the screens of the system to be built. These were derived by
transformations from prototypes and provide trace links between design and software
conception.

! Non-Functional Requirements, used to document aspects of the system like usability,
reliability, and security.

! Functional Testing, which was automatically derived from the functional requirements
by transformations and offered a !rst validation of the requirements.

! Interaction Flow Model (IFM), which provided the relationships with all the other
models and was the basis from which the architecture model was derived.

Figure 5 Process for applying our MDE-based traceability approach. This !gure presents the pro-
ceedure that a developer has to follow to apply our approach.

Full-size !DOI: 10.7717/peerj-cs.817/!g-5
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! Architecture Model, which made it possible to represent the software architecture—
that is to say, the relationships between software components coded in different
programming languages—and, more speci!cally, to model the model-view-controller
pattern. Micro services and event-driven patterns will be considered in future versions.

B. Extending the methodology
The NDT models were built using the elements provided by the corresponding
metamodels of the methodology, a so-called Domain Speci!c Language (DSL). Just as
elements of the metamodels are related, so are those of the NDT model. These
relationships are the basis for de!ning transformations and trace rules. The development
team is able to see that an artifact is connected to others of the same system, but cannot see
the metamodels.

In the !rst phase, prototypes are de!ned and, from these prototypes use cases can be
generated. From the use cases, the methodology allows functional test cases to be
generated. If the team detects an error or a problem in a functional test case, they can
trace it back and !nd which user(s) validated the prototype in the Software Conception
phase. In this regard, trace generation is automatic and trace management is
semiautomatic, since the team needs to intervene to !nd a solution for any traceability
problems that are detected.

Models of each phase are connected to other models of the same phase and to models of
other phases—these are the horizontal and vertical traces mentioned earlier. These rules
have now been speci!cally established and hardcoded within the tool. The traces are
depicted in Fig. 4 which, to aid readability, shows only a representative excerpt of models
corresponding to the Software De!nition phase and a limited number of relationships.
Figure 4 includes Functional Requirements, Mockups, Functional Testing and IFM
models. A relationship between two elements in the !gure means that there is dependency
between those two elements. One of them is the source and the other is the target of
the trace. For instance, the relationship marked with a number 5 means that the use cases
are directly related to functional tests, and that a TraceLink (see Fig. 4) should exist
between them.

In Fig. 4, only vertical traces are included, as the example used only relationship types 2,
3 and 5, but the NDT suite also supports other kinds of traces, like horizontal and
evolution traces. These relationships were used to implement the design basis for the
ContextModel and the TraceModel (see Fig. 3).

Figure 6 shows a speci!c trace coded in the NDT suite. Speci!cally, it depicts the trace
that was established between Step and UIStep from ScenarioDiagram, and TestStep and
TestUIStep from FunctionalTest.

C. Example
To visualize the use of the proposed traceability metamodel, this section presents one of
the real industrial software projects in which this traceability approach was applied.
The objective of the iMedea project (G7 Innovation, 2021) is to create a software solution
for clinical history management in human reproduction environments. It is a highly
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complex system that supports all functional requirements for the study and treatment of
reproductive problems and diseases, and also non-functional requirements such as a
complex data security system, support for medical standards and 24"7"365 maintenance
mechanisms.

The system includes more than 75 different use cases, including in vitro fertilizations,
human sperm donation and human arti!cial insemination processes.

Here, the proposed traceability management approach is illustrated in the functional
requirement “Anamnesis creation”, although the same approach was used for all the
system’s requirements. The !rst time a patient attends a clinic, a set of standardized data
corresponding to that patient’s clinical history is collected. That data set is called the
anamnesis, or medical history. Figure 7 shows an activity diagram illustrating a simpli!ed
version of this use case. It represents the main "ow (depicted with a thick line) and an
alternative "ow (the thin line). Whenever a new patient is registered, a gynecologist
(iMedea user) will perform the anamnesis as a !rst step in collecting a large amount of data
from the patient.

Figure 6 A speci!c trace coded in NDT-Suite. This image presents a part of code to illustrate how NDT-Suite implements a concrete trace.
Full-size !DOI: 10.7717/peerj-cs.817/!g-6
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When the user selects the option “Anamnesis” the system displays the corresponding
form. The user inputs the required information and the system checks that the data is
correct and complete. If it is, the system creates the anamnesis and returns to the starting
point. If not, an error message is generated and the system returns to the anamnesis form.

D. How traceability is implemented
The methodology outlined in Section A is fully integrated into the NDT suite, a set of
tools that supports development teams in the application of MDE technology and
traceability. The tool and the example described above in Section C were used to validate
the proposed approach.

The tools required for implementing traceability were:

! NDT-Pro!le. As explained in the previous section, concepts used for each type of
model in the methodology are modelled as metaclasses. A set of metamodels was de!ned
for these related concepts. The metamodels, too, were interrelated. For each metamodel,

Figure 7 iMedea functional requirement: anamnesis creation. This !gure presents an example of a
function requirement in the iMedea project. Concretelly, it illustrates the anamnesis creation.

Full-size !DOI: 10.7717/peerj-cs.817/!g-7
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a speci!c UML Pro!le was created which de!ned a DSL (Gutiérrez, Escalona & Mejías,
2011) that could be used in practice to model without requiring familiarity with
metamodels. Actually, NDT offers a set of tools that can be used to draw different
models, including prototypes, functional requirements, and test cases, while ensuring
that the metamodels are correctly instantiated. This tool made it possible to implement
the DSLs as an Enterprise Architect plugin. Relating this tool with the metamodel of the
proposed traceability approach (see Fig. 3), it was also possible to build the
ContextModel and its TraceableElements (the yellow area in Fig. 3).

! NDT-Driver. This tool supports the MDE generation of models: i.e., the obtaining of
target elements from source elements. It implements the transformations de!ned in the
methodology in C# language. The creation of the TracingModel (the orange area in
Fig. 3) with the corresponding TraceLink(s) is a completely automatic activity.
Whenever a transformation is executed, this tool stores the source, the target, and their
relationship in an internal data base so that the relationship can be updated to re"ect
future changes or product evolution.

! NDT-Quality. This tool permits the automatic checking of models. It is the tool in
charge of the MonitoringModel identifying the changes (the green area in Fig. 3). It deals
with each error by sending a warning if a change is detected, or an error message to the
team if a problem is detected and cannot be solved automatically. Con"icts are thus
resolved semi–automatically, while con"ict detection is automatic.

Traceability is implemented in this tool environment by automatically generated
bidirectional relationships. For this purpose, a set of trace rules was used which followed
the schema provided by the traceability metamodel presented in Fig. 3. Figure 8 shows
an UML object diagram with nine different trace rules, which in turn represent the
relationships in the UML diagram between the elements of the different design models
shown in Fig. 4. Each number in Fig. 8 refers to a relationship in Fig. 4. The example shown
in Fig. 9 explains how relationships were automatically generated. One of the
transformations generated functional tests from the activity diagrams associated with use
cases (see the relationships numbered 2, 3 and 5 in Fig. 8). For each path in the activity
diagram, a scenario was generated corresponding to a test case. The diagram in Fig. 7
shows a main path and an alternative path, conditioned by a loop. The tool could be
con!gured to guarantee the desired degree of coverage. In this case, it was con!gured to
consider only one loop and to generate only two test cases. The tests generated
automatically were those corresponding to the diagrams depicted in Fig. 9.

E. Automated generation of traces
The objective of this work was not to describe in detail the method of generating tests but
to analyze how relationships are created. For more details on the process of systematic
evidence generation, the reader is referred to Gutiérrez, Escalona & Mejías (2011). At least
one TestUIStep is generated from each UIStep and at least one TestStep is generated
from each Step. In this case, as the loop was not considered, only one element was
generated for each UIStep and for each Step. In the generation process, a scenario,
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represented as a simple activity diagram, shows the steps that a user should execute in
order to partially validate a part of the activity diagram represented in Fig. 7. In the
previous scenarios, decisions and values were prede!ned by the transformation that
generates each test. Thus, although the decision element is retained for the sake of
readability, only one path is given for each test.

With this in mind, the following sequence diagram shows how the tools interact to
generate these relationships (see Fig. 10).

When the developer creates the UIStep “Creation Anamnesis” and executes the
transformation to generate test cases, the plug-in NDT-Driver asks NDT-Quality if the
corresponding activity diagram is consistent and conforms to the relevant methodological
principles. If it is OK, the TestUIStep “Creation Anamnesis” is created, together with a
TraceLink object that stores this relationship (denominated StepTL in Fig. 7). The developer
is noti!ed of the correctness. The same process is performed several times, depending on
the loops and decisions (in this example, only twice) for each activity in the activity diagram.

TraceLinks can be visualized in two different ways. Firstly, clicking on an element traces
all elements related to that element. In this example, Fig. 11 shows the trace elements when
the “Creation Anamnesis” activity is selected.

Secondly, the tool displays TraceLinks in a way not speci!cally oriented to each artifact,
thus offering a global trace matrix that shows how all the sources are related to all the
targets. The tool can be con!gured to select a set of sources and a set of targets. In this
example, relationships between UIStep(s) and TestUIStep(s) were selected. The resulting
matrix is shown in Fig. 12.

Figure 8 Instantiation of the traceability metamodel. The images illustrate an object class to represent
how to instanciate the metamodel. An asterisk (") represents multiplicity according to UML.

Full-size !DOI: 10.7717/peerj-cs.817/!g-8
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Figure 9 Excerpt of TestCases generated automatically. This !gure present how the test case can be
generated from requirements using transformations in our example.
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F. Automated monitoring of traces
Once TraceLink(s) have been created, the Quality plug-in checks consistency whenever a
change is made—for instance, if a new activity like “Fill in personal patient data” is added
to the activity diagram in Fig. 7. The updated activity diagram is shown in Fig. 13.

If the project is checked again or the project is closed, an error message will be
displayed indicating that some information was lost for TestUIStep(s). The trace rule
establishes that for each UIStep there has to be at least one TestUIStep. If this relationship
is broken, an error is therefore caused. When this happens, the user could automatically
navigate to a support panel that helps them to !nd and understand the error and to
solve it. The quality control plug-in veri!es that each Change is performed according to the
TraceRule(s); it also generates Error(s) and Warning(s). If an inconsistency is detected, a

Figure 10 Building the TracingModel. This !gure presents a sequence model that describes the process
to generate the tracing model. Full-size !DOI: 10.7717/peerj-cs.817/!g-10

Figure 11 Elements related to the “Creation Anamnesis” activity. This screen shows how the tracing
model was generated in the tool. Full-size !DOI: 10.7717/peerj-cs.817/!g-11
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Figure 12 Traceability matrix for our example. This screen presents who the tool presents the
traceability matrix that is automatically generated with our approach.

Full-size !DOI: 10.7717/peerj-cs.817/!g-12

Figure 13 iMedea functional requirement: adding a new activity. This image presents an example to
illustrate how the monitoring model helps in changing management.
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message is sent to the developer with a recommendation to re-execute or update the
transformations. The sequence diagram in Fig. 14 illustrates the process described above.

In the traceability matrix shown in Fig. 15, the problem can clearly be seen: one of the
UISteps is not connected to any TestUIStep(s).

In the matrix, the developer could click on “Fill in personal patient data” to navigate
to this artifact and perform the appropriate act to keep the traceability consistent.

Alternatively, the developer could save the project with errors, which can be solved in
future editions, to continue with the project. This would guarantee that all artifacts and
models in the project are consistent.

The three tools presented above help to manage all aspects of the proposed traceability
metamodel: creation of the ContextModel by the developer, generation of the

Figure 14 Monitoring process. The image presents a sequence model to illustrate the process of use of
the monitoring model. Full-size !DOI: 10.7717/peerj-cs.817/!g-14

Figure 15 Traceability matrix for our example after change. This screen presents the traceability
matrix generated after a changed. Full-size !DOI: 10.7717/peerj-cs.817/!g-15
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TracingModel, analysis of changes following the MonitoringModel, and submission of
error messages. They make (semi-)automatic traceability de!nition and management
possible, and demonstrate that the proposed model-driven approach is capable of
supporting those processes.

DISCUSSION
This article presents an MDE approach supporting automated, almost “for free”, trace
management in the software construction process. The approach comprises a high-level,
methodology-independent metamodel and its instantiation for a web methodology.

Traceability is very frequently referred to as a prerequisite to guarantee the quality of
software products, but its actual implementation is usually complex and expensive, due to
its requiring additional tools or a great amount of manual work.

The proposed approach makes it possible to create, maintain and manage traces as a
by-product of model-driven development processes. Its integration in a particular MDE
process requires the appropriate tool support, and has already been validated for the
NDT methodology and tool suite. In this regard, it can be con!rmed that MDE provides
solutions for challenges Ch.1. Automatic generation of traces and Ch.2. Tool support
for trace model maintenance, cited in “Materials and Methods”. This paper also
demonstrates how the approach implements the automatic tracing of information; a task
critical for information fusion.

The authors have used the proposed MDE-based traceability in several industrial
projects, facilitating collaboration between stakeholders when addressing changes in
requirements. Three projects worthy of mention are iMedea (G7 Innovation, 2021),
DILECO (2021) and SAGE (2021, https://investigacion.us.es/sisius/sis_proyecto.php?
idproy=29761).

iMedea (G7 Innovation, 2021) was brie"y described in the Materials and Methods
section of this paper. For numerical information about the impact of the proposed
approach, it would be useful to look at traceability in this project, in which 78 use cases
were de!ned. From the 390 UIStep(s) found in those use cases, 169 test cases were
generated using the NDT tool suite’s Driver plug-in. These test cases comprised 1,178
TestUISteps. The proposed approach generated 1,178 TraceLink(s) from TestUISteps to
UISteps. It is impossible to manage this number of TraceLink(s) manually. In addition to
traces between use cases and test cases, traceability is also important for other artefacts
like storage requirements, classes, and so on. The number of TraceLink(s) automatically
generated in the iMedea project is currently close to one million. The importance of having
a tool capable of managing traceability should therefore be clear.

The aim of the European project DILECO, carried out in collaboration with Airbus, was
to develop and deploy Product Lifecycle Management (PLM) tools for A/C Ground
Functional testing with Eco-design criteria to improve the sustainability of aircraft Final
Assembly Lines (FAL) and the ef!ciency of the Ground System Test (GST) process end to
end. This project offered an opportunity to assess the potential of the traceability matrix
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for managing heterogeneous, dispersed development teams in complex functional
environments. The NDT tool was used in the project to develop a functional module for
de!ning a control panel involving parameters for echo de!nition. The requirements
speci!cation of this module comprised 30 use cases and more than 200 activities.
The development team was made up of about 15 people (this number varied during the
project) and each result had to be validated with the general project team. Any change
during product de!nition or validation was therefore critical and a great effort was needed
to manage the speci!c aspects affected by each change in the overall system. The
traceability matrix provided great support for easily !nding connections between artifacts
and for evaluating their impact on the rest of the project. The matrix is still used whenever
system maintenance is performed.

Traceability was also a key factor in the SAGE project. The objective of this project was
to design and develop a technological platform for the management of charging
infrastructures for electric vehicles, buses, and trucks, under the electro mobility paradigm
of a Smart-City ecosystem. This ecosystem is based on an open platform compatible
with FIWARE (2021, https://www.!ware.org) and offers a comprehensive service to
suppliers, maintainers, users, and those responsible for the city’s management. In this
case, the whole team used the NDT tool to de!ne the full structure of the system. A project
team of about 15 people worked on the de!nition, design, implementation, and
validation of the system. In this project, the set of requirements comprised 31 use cases
describing more than 90 speci!c associated functional activities. Traceability was useful
not only to coordinate changes during development but also for maintenance. After the
!rst version of the product, the company needed to change part of the system.
The traceability matrix made it possible to evaluate the cost of the change.

These experiences, and in particular the iMedea example described in the Materials
and Methods section, demonstrate how effectively the proposed approach addresses
challenge Ch.4. Demonstration of the bene!ts of traceability in real examples managed
by real users, cited in “Materials and Methods”. For the authors of this paper, however,
this is not enough. They plan to carry out a software experiment (López et al., 2020) based
on the principles presented in Vegas (2017) to guarantee the bene!ts of the proposed
approach in a more scienti!c manner. The industrial application of the approach would
allow experiments to be organized within industry, offering an opportunity for further
validation. The idea is to conduct controlled experiments in software companies to
measure the value-added of this traceability approach for software development teams.
As NDT is being used in several companies, we are con!dent of their experience and
collaboration.

The proposed approach is also applicable and implementable for any other MDE
methodology, in particular Web development approaches like UML-based Web
Engineering (UWE) (Koch & Kozuruba, 2012), MockupDD (Rivero & Rossi, 2013), and
Web Modeling Language (WebML) (Brambilla & Fraternali, 2014) One limitation for its
extension is the existence of metamodels, transformations and tool support for the creation
and management of traces.

Escalona et al. (2022), PeerJ Comput. Sci., DOI 10.7717/peerj-cs.817 27/31

https://www.fiware.org
http://dx.doi.org/10.7717/peerj-cs.817
https://peerj.com/computer-science/


CONCLUSIONS
This article presents MDE as a mechanism for automating traceability in software
engineering. Its main contributions are the following:

1. A generic approach to MDE traceability that explicitly includes a tracing mechanism.

2. An extension of a methodology by trace and change management.

3. An example of its application in a real context.

However, there are some problems and obstacles that will continue to limit the use of
traceability approaches and delay the adoption of research prototypes in industry. One
such problem is a lack of appropriate tool support. Another is that companies need to be
persuaded of the bene!ts of traceability in their day-to-day software development business
and the advantages it offers for improving the quality of their products. They need to
understand the ROI of traceability and how to obtain the best results with minimum effort.
Success stories like those provided in this work will help to disseminate and integrate
traceability in the software development process. However, the authors believe it necessary
to implement automatic ROI measurement in the tool as the best means of convincing
companies. It is therefore necessary to continue working to improve the results in
order to meet challenge 3 (Ch.3. Return of investment (ROI) measurement) cited in
“Materials and Methods”.

One future task would be the implementation of a plug-in for an open source tool to
allow further validation of the metamodel’s instantiation. The authors also plan to evaluate
the approach using the benchmark proposed by Charrada et al. (2011) and to measure
software quality improvements in current projects. A systematic, rigorous evaluation of the
automated approach presented and implemented in this work might be based on the
metrics proposed by Cleland-Huang (2006).

Another future work is to decouple the rules from the tool code in such a way that the
TraceRules can be de!ned and interpreted by NDT “on the "y”, without the need to
modify the code.
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